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EXECUTIVE SUMMARY
In recent years, some governments have adopted digital technologies to monitor people-on-
WKH�PRYH��)UDPHG�DV�DOWHUQDWLYHV�WR�GHWHQWLRQ��$7'���WRROV�VXFK�DV�*36�DQNOH�PRQLWRUV�DQG�
smartphone-based tracking apps are promoted as humane and cost-effective. In reality, these 
technologies often replicate and extend the control and harms of detention in new digital forms. 
They can restrict liberty, undermine dignity, erode trust, and cause serious mental and health 
impacts, particularly when used by default and without safeguards. As such, they are better 
characterized as alternate forms of detention, rather than ATD. 

This report, based on consultations with 158 participants across eight global regions and a 
survey of emerging practice, reveals a common pattern: technology framed as ATD is too often 
used for surveillance and enforcement, rather than rights-based support. Under the guise of 
HIĆFLHQF\��SURJUDPV�LQ�VRPH�FRXQWULHV�H[SDQG�WKH�GHWHQWLRQ�QHW��HQWUHQFK�FRHUFLYH�FRQWURO��
DQG�QRUPDOL]H�LQYDVLYH�GDWD�FROOHFWLRQ��0DQ\�RI�WKHVH�IXQFWLRQV�DUH�RXWVRXUFHG�WR�SURĆW�GULYHQ�
companies with limited accountability and oversight.

Yet, technology also has the potential to be part of the solution, not the problem. When 
designed with and for affected communities, grounded in human rights law, and subject to strict 
proportionality, purpose-limitation, and oversight measures, digital tools can facilitate easier 
DQG�PRUH�HIĆFLHQW�UHSRUWLQJ�WR�PLJUDWLRQ�RIĆFLDOV��KHOS�SHRSOH�QDYLJDWH�FRPSOH[�PLJUDWLRQ�
systems, connect with essential services, work towards case resolution, and live freely and 
ćRXULVK�LQ�WKH�FRPPXQLW\��3URPLVLQJ�DSSOLFDWLRQV�LQFOXGH�DOWHUQDWH�QRQ�ELRPHWULF�GLJLWDO�
reporting tools, digital case management systems, and geolocated support service directories. 

The report sets out 10 guiding principles to ensure technology is used to reduce rather than 
extend detention, and to promote freedom, dignity, rights, and community integration. These 
principles address key risks, including the rise of expanded digital forms of detention; the lack 
of transparency and consent; weak legal safeguards and oversight; excessive data collection 
DQG�GLVFULPLQDWRU\�DOJRULWKPV��SULYDWL]DWLRQ�DQG�SURĆW�GULYHQ�PLJUDWLRQ�VXUYHLOODQFH��DQG�WKH�
psychological and physical harms caused by constant monitoring.

The principles should be applied holistically rather than individually, with each reinforcing and 
complementing one another. Together, the principles can guide the efforts of governments, 
international organizations, civil society, people with lived experience, and technologists to 
move away from surveillance-driven approaches and toward genuine alternatives grounded in 
trust, procedural fairness, and meaningful engagement. 



FROM SURVEILLANCE TO EMPOWERMENT 

2

*XLGLQJ�3ULQFLSOH��� Prioritize, Respect, and Advance Human Rights
Technological tools used in ATD must be designed and implemented in full accordance with 
international human rights standards. They must prioritize the liberty, dignity, privacy, and 
autonomy of individuals over coercion and surveillance.

*XLGLQJ�3ULQFLSOH��� No Deprivation of Liberty
Technological tools used in ATD must not amount to a deprivation of liberty, either individually or 
cumulatively (whether alongside other surveillance technologies, digital reporting tools, or non-tech 
compliance requirements). This would amount to de facto — or alternate forms of — detention.

*XLGLQJ�3ULQFLSOH��� Reduce, Rather than Expand, Detention
Technological tools must only be deployed in ATD where they enable people at risk of or in 
detention to live freely in the community. The use of technology should be non-intrusive and 
supportive, not punitive or coercive. Approaches that replicate or run parallel to existing 
immigration detention systems without helping to reduce the use of detention, or that impose 
continuous or unnecessary monitoring, do not constitute true ATD.

*XLGLQJ�3ULQFLSOH��� Proportionate and Necessary
7HFKQRORJLFDO�WRROV�WKDW�UHVWULFW�OLEHUW\�VKRXOG�EH�XVHG�RQO\�ZKHQ�WKHUH�LV�D�FOHDU�DQG�VSHFLĆF�
lawful basis to do so, and only when absolutely necessary, following a careful, individualized 
assessment of a person’s circumstances. Such measures must be the least intrusive and most 
rights-compatible option available. They must never be applied as default or blanket solutions, 
must be strictly limited to what is essential in each case, and must be subjected to proportionality 
and necessity tests with strict purpose-limitation requirements to ensure that implementation 
LV�PLQLPL]HG�WR�WKH�VSHFLĆHG�DQG�ODZIXO�SXUSRVH��7KH�LPSOHPHQWDWLRQ�RI�WKH�UHVWULFWLRQV�PXVW�EH�
WLPH�OLPLWHG��MXVWLĆHG��DQG�VXEMHFW�WR�UHJXODU�UHYLHZ��

*XLGLQJ�3ULQFLSOH��� Free and Informed Consent
Participation in digital programs that restrict liberty should be based on free and informed 
consent. Individuals must be fully informed about how digital technology tools work, what data is 
collected, how long data is stored, what alternatives are available, what rights exist to challenge 
decisions, and the ability to opt out of participating in digital programs at any point. Individuals 
must not be penalized for making the choice to opt out.
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*XLGLQJ�3ULQFLSOH��� Access to Review and Oversight
Individuals subject to technologies that restrict liberty must have meaningful access to 
independent oversight and review mechanisms so that they can challenge the imposition of 
restrictions and have access to legal recourse. This review process should assess whether the 
decision to restrict liberty was lawfully authorized and was both necessary and proportionate. It 
VKRXOG�LQYROYH�VSHFLĆF�FRQVLGHUDWLRQ�RI�WKH�LQGLYLGXDOèV�FLUFXPVWDQFHV�DQG�YXOQHUDELOLWLHV�DQG�RI�
WKH�SRWHQWLDO�KDUPV�RI�WKH�UHVWULFWLRQV��LQFOXGLQJ�KDUP�WR�IDPLO\�PHPEHUV��0HDVXUHV�PXVW�QRW�RQO\�
KDYH�D�EDVLV�LQ�ODZ��EXW�WKH�JURXQGLQJ�ODZ�PXVW�DOVR�EH�DFFHVVLEOH��IRUHVHHDEOH��DQG�VXIĆFLHQWO\�
precise and must provide safeguards against arbitrariness. Ongoing human rights monitoring 
should be institutionalized to evaluate the impacts – and to mitigate the harms – of digital tools for 
the entire life cycle of each tool’s development and implementation.

*XLGLQJ�3ULQFLSOH��� Data Minimization and Privacy
'DWD�FROOHFWHG�PXVW�EH�VWULFWO\�OLPLWHG�WR�ZKDW�LV�QHFHVVDU\�IRU�D�VSHFLĆHG��OHJLWLPDWH��DQG�ODZIXO�
purpose. It also must be anonymized where possible and must be stored securely, with people-on-
the-move having clear access rights and data control as well as the right to erasure and the ability 
to opt out of data collection.

*XLGLQJ�3ULQFLSOH��� Moratorium on Algorithmic Risk Assessments
A precautionary moratorium on algorithmic risk assessments for imposing surveillance 
technologies should be adopted unless and until demonstrable and ongoing safeguards can ensure 
transparency, accuracy, the absence of bias and discrimination, and accountability in their design 
and implementation. 

*XLGLQJ�3ULQFLSOH�����Ÿïıěð�MĹųüťüūų�ŃƎüť��ťŃƥųÓïěıěųƕ
Any technology used in immigration detention, surveillance, or ATD should be developed, 
PDQDJHG��DQG�GHSOR\HG�E\�JRYHUQPHQWV�RU�QRQ�JRYHUQPHQWDO�RUJDQL]DWLRQV��1*2V��DV�IDU�DV�
SRVVLEOH��$Q\�RXWVRXUFLQJ��ZKHWKHU�WR�1*2V�RU�FRPPHUFLDO�HQWLWLHV��PXVW�DGKHUH�WR�WKH�SULQFLSOHV�
of open and public procurement, be subject to ongoing human rights and data impact assessments, 
and include safeguards to ensure transparency and accountability. 

*XLGLQJ�3ULQFLSOH���� Engagement not Enforcement
Technology used in the context of ATD should focus on enhancing community-based support, 
integration, and case resolution and should respect rights. This means moving away from 
enforcement-focused surveillance that harms, stigmatizes, and criminalizes people-on-the-move 
to engagement-based approaches. Technology should empower individuals toward a just and fair 
resolution of their case by facilitating effective case management and holistic community-based 
support to help people achieve stability, navigate complex systems, and access services. Technology 
and evaluation processes should also be actively designed or co-designed with people-on-the-move.
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INTRODUCTION
This report is a collaboration between the Kaldor Centre for International Refugee Law at UNSW 
Sydney, International Detention Coalition (IDC), and the Refugee Law Lab at York University, with 
support from Robert Bosch Stiftung. 

In recent years, some governments have turned to digital technology to monitor people-on-
the-move. At times, these tools are presented as alternatives to detention (ATD) claimed to be 
more humane and less costly than holding people in detention facilities. But, in some cases, these 
systems replace physical walls with digital ones, reproducing the same structures of control and 
coercion in less visible ways. As such, they can often be better characterized as alternate forms of 
detention rather than true rights-based ATD.

This report examines how technology is reshaping immigration detention, ATD, and the 
surveillance of people-on-the-move. It explores how technology can harm or help, depending on 
its design, purpose, and governance. We distinguish between three types of technology.

• Surveillance technologies continuously monitor, track, or record people’s movements 
RU�EHKDYLRUV��ZLWKRXW�XVHU�LQLWLDWLRQ��([DPSOHV�LQFOXGH�*36�DQNOH�PRQLWRUV��*36�
enabled watches, and smartphone tracking apps. These often constitute alternate 
forms of detention instead of ATD due to the level of control and restriction imposed. 

*UDIĆWL�LQ�2OG�5HIXJHH�&DPS� 
LQ�9DWKL��6DPRV��*UHHFH
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• Digital reporting tools require individuals to actively check in, provide updates, or 
FRQĆUP�FRPSOLDQFH��XVXDOO\�DW�VFKHGXOHG�LQWHUYDOV��WKRXJK�VRPHWLPHV�DW�UDQGRP�
RU�XQSUHGLFWDEOH�WLPHV��9HULĆFDWLRQ�FDQ�LQYROYH�ELRPHWULF�PHWKRGV��VXFK�DV�IDFLDO�
recognition or voice authentication) or non-biometric methods (such as PIN codes or 
community attestation). While generally less intrusive than continuous surveillance, 
reporting can become burdensome or surveillance-like when it is frequent or 
unpredictable or when it demands biometric data.  

• Digital support services are systems designed to assist and empower people in 
ATD programs rather than control them. These include case management platforms, 
communication tools, and service directories that connect users to legal and other 
support services. When co-designed with affected communities and grounded 
in rights-based principles, these tools can foster trust and promote agency and 
community integration.

7KH�ĆQGLQJV�DUH�FOHDU��VRPH�VWDWHV�KDYH�SULRULWL]HG�WHFKQRORJLFDO�VXUYHLOODQFH�DQG�RYHUO\�LQWUXVLYH�
digital reporting tools over digital support services. Technology has been integrated into migration 
enforcement with limited transparency, often without independent oversight or meaningful 
consent. These trends raise profound concerns under international human rights law, including 
risks to privacy, liberty, equality, and the right to health.

*UDIĆWL�LQ�2OG�5HIXJHH�&DPS� 
LQ�9DWKL��6DPRV��*UHHFH
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However, it does not have to be this way. Technology can be reoriented toward supporting 
IUHHGRP�DQG�LQWHJUDWLRQ�DQG�IDFLOLWDWLQJ�HDVLHU�DQG�PRUH�HIĆFLHQW�UHSRUWLQJ�WR�PLJUDWLRQ�RIĆFLDOV��
,W�FRXOG�VXSSRUW�FDVH�UHVROXWLRQ��ZKLFK�EHQHĆWV�VWDWHV�DQG�SHRSOH�RQ�WKH�PRYH��LI�PDQDJHG�LQ�WKH�
ULJKW�ZD\��)RU�WKLV�W\SH�RI�UHRULHQWDWLRQ�WR�RFFXU��WHFKQRORJ\�PXVW�EH�GHYHORSHG�ZLWK�SHRSOH�RQ�WKH�
move, grounded in legal safeguards, and used to expand — rather than restrict — choice and agency. 

The report begins by setting out the context of immigration detention, the international 
frameworks that govern the practice, and its many harms. The report then introduces ATD and its 
EHQHĆWV��7KH�IRFXV�WKHQ�WXUQV�WR�RXWOLQLQJ�WKH�YDULRXV�IRUPV�RI�WHFKQRORJ\�WKDW�KDYH�EHHQ�XVHG�LQ�
this space, further unpacking the distinction between surveillance technologies, digital reporting 
tools, and digital support services. The report proceeds to offer a jurisdictional analysis of the 
current state of play in the use of technology in surveillance and ATD, focusing on North America, 
/DWLQ�$PHULFD�DQG�WKH�&DULEEHDQ��(XURSH��6RXWKZHVW�$VLD�DQG�1RUWK�$IULFD��6:$1$���WKH�$IULFDQ�
FRQWLQHQW��WKH�$VLD�3DFLĆF�UHJLRQ��DQG�$XVWUDOLD�1HZ�=HDODQG��

The report then presents a series of guiding principles for the use of technology in surveillance 
and ATD. These are integrated into the analysis of key cross-cutting risks, including the lack of 
WUDQVSDUHQF\�DQG�DFFRXQWDELOLW\��WKH�UROH�RI�SULYDWL]DWLRQ�DQG�SURĆW�LQ�PLJUDWLRQ�VXUYHLOODQFH��
and the need for a rights-based approach to introducing technology in the context of digital 
surveillance and ATD. The report then moves from principles to practice, concluding with a 
discussion of the opportunities technology offers for improving and expanding rights-based 
ATD, including in relation to case management and holistic legal support. It also highlights the 
need to advocate for community-based design and participatory approaches to innovation in the 
migration space. 

In our effort to integrate a collaborative and participatory methodology throughout this 
project, IDC led a series of global consultations with 158 participants across eight regional 
PHHWLQJV��ZLWK�LQYLWHG�H[SHUWV�IURP�WKH�QRQ�JRYHUQPHQWDO�RUJDQL]DWLRQ��1*2��VHFWRU��
international organizations, academia, and people with lived experience. Their insights helped 
shape the framing, substantive analysis, and guiding principles of this report. Their expertise 
KDV�EHHQ�UHćHFWHG�WKURXJKRXW�WKH�UHSRUW�XQGHU�&KDWKDP�+RXVH�UXOHV��ZLWKRXW�LQGLYLGXDO�DQG�
organizational attribution), supplemented by a cross-jurisdictional review of publicly available 
sources and an analysis of relevant legal frameworks. 

:KHUHYHU�SRVVLEOH��WKLV�UHSRUW�XVHV�SHRSOH�FHQWHUHG�ODQJXDJH��:H�VSHFLĆFDOO\�XVH�WKH�WHUP�
“people-on-the-move” to expand the terminology commonly used when discussing human 
migration and how immigration detention technologies are experienced. This deliberate use of 
more inclusive terminology does not seek to undermine the fact that some categories of mobile 
communities, such as refugees, face particular vulnerabilities and often experience greater risks 
and harms as a result of migration management technologies. It simply highlights that, at the end 
of the day, there are people at the center of all technological development and deployment.



FROM SURVEILLANCE TO EMPOWERMENT 

7

“Invisible Leash”1

Mariela crossed into Arizona just after dawn, her daughter Isabela pressed tightly to 
her chest, both of them shivering despite the desert heat rising around them. She was 
35 years old, with deep lines etched around her eyes, not from age, but from years of 
waiting: waiting for her asylum claim to be processed in Guatemala, for her brother’s 
remittances from Houston to arrive, for the violence in her town to stop.

Border Patrol picked them up near Nogales. Mariela had practiced sharing what happened 
WR�KHU��KRZ�VKH�KDG�ćHG�DIWHU�UHIXVLQJ�WR�SD\�WKH�JDQJ�WD[�WKDW�WULSOHG�ZKHQ�WKH\�OHDUQHG�
she was receiving dollars from the north. She asked for asylum then and there, clutching 
Isabela as a translator fumbled her words in a language she had never spoken.

0DULHOD�DQG�,VDEHOD�ZHUH�VHSDUDWHG�WKDW�QLJKW��ê-XVW�IRU�SURFHVVLQJ�ë�WKH�RIĆFHU�VDLG��
It was 24 hours before Mariela saw Isabela again, but time twisted inside the cold, 
PHWDOOLF�ER[�WKH\�FDOOHG�la hielera��WKH�LFHER[��)OXRUHVFHQW�OLJKWV�ćLFNHUHG�RYHUKHDG��
7KH�ćRRU�ZDV�FRQFUHWH��7KH�P\ODU�EODQNHW�UXVWOHG�OLNH�SODVWLF�OHDYHV��6KH�FRXOG�QRW�
sleep. She could not cry. She could not think until she was reunited with Isabela, who 
was catatonic from fear.

)URP�WKHUH��0DULHOD�DQG�,VDEHOD�ZHUH�PRYHG�WR�D�SULYDWHO\�UXQ�IDPLO\�GHWHQWLRQ�
FHQWHU�LQ�7H[DV��0DULHOD�KDG�QR�LGHD�ZKDW�WKDW�PHDQW��7KH�IDFLOLW\�ORRNHG�OLNH�D�
warehouse. Cameras tracked her every movement, and a heavy bracelet was clasped 
to her ankle. It buzzed softly every few hours. She later learned it logged her location, 
steps, and even patterns of restlessness at night.

Every call to her brother cost nearly a dollar a minute. Medical care required a 
request, followed by a long wait. Isabela developed a cough that would not go away. 
0DULHOD�EHJDQ�KLGLQJ�H[WUD�IRRG�LQ�QDSNLQV�IRU�,VDEHOD�WR�HDW�ODWHU��KRSLQJ�LW�ZRXOGQèW�
make her daughter sick.

7ZR�ZHHNV�ODWHU��D�FDVHZRUNHU�WROG�KHU�VKH�TXDOLĆHG�IRU�WKH�$OWHUQDWLYHV�WR�'HWHQWLRQ�
SURJUDP�UXQ�E\�,PPLJUDWLRQ�DQG�&XVWRPV�(QIRUFHPHQW��,&(���6KH�ZDV�ĆWWHG�ZLWK�D�
QHZ�DQNOH�PRQLWRU�DQG�UHOHDVHG��EXW�VKH�GLGQèW�IHHO�IUHH��$�FDVH�PDQDJHU�H[SODLQHG�
how to check in through an app called SmartLINK, which would use her phone’s 
camera to scan her face. “Just once a day,” they said. But the app sometimes asked 
three times, sometimes 10. If she missed a scan, she feared deportation.

,Q�KHU�EURWKHUèV�VPDOO�DSDUWPHQW�LQ�+RXVWRQ��0DULHOD�VHW�DODUPV�IRU�6PDUW/,1.�FKHFN�
ins. She stopped taking Isabela to the park in case the monitor sent the wrong signal. 
One night, she woke in a panic, convinced the app had recorded her face incorrectly. 
Her phone had died. She cried silently so Isabela wouldn’t hear.

(YHQ�WKRXJK�VKH�ZDV�QR�ORQJHU�LQ�GHWHQWLRQ��0DULHODèV�IUHHGRP�H[LVWHG�ZLWKLQ�WKH�
boundaries of an app. Mariela didn’t call this surveillance. She called it la cuerda 
invisible, the invisible leash. 

Border wall in Sonoran Desert,  
Arizona, United States
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What Is Immigration Detention?
Immigration detention refers to any situation in which a person is deprived of liberty on grounds 
related to their immigration status, regardless of the label or reason given for carrying out the 
deprivation of liberty, or the name of the facility or place where the person is held. Unlike criminal 
detention, which follows a judicial process in response to a criminal offense, immigration detention 
is usually a civil — and often administrative — measure. It is used by states to manage the 
PRYHPHQW��LGHQWLĆFDWLRQ��DVVHVVPHQW��RU�UHPRYDO�RI�QRQ�FLWL]HQV��LQFOXGLQJ�SHRSOH�VHHNLQJ�DV\OXP��
XQGRFXPHQWHG�DQG�VWDWHOHVV�SHUVRQV��YLFWLPV�RI�WUDIĆFNLQJ��DQG�SHRSOH�DZDLWLQJ�GHSRUWDWLRQ�

Detention may occur at borders, in transit zones, or within a country, and can take place in 
GHGLFDWHG�LPPLJUDWLRQ�IDFLOLWLHV��SROLFH�VWDWLRQV��RU�SULVRQV��,'&�KDV�DOVR�LGHQWLĆHG�WKH�ULVLQJ�
trend of ad hoc sites being used as alternative places of detention — including hotels, barracks, 
boats, and isolated locations — some of which function similarly to formal immigration detention 
facilities2. Increasingly, states are incorporating digital technologies — such as electronic 
monitoring, biometric tracking, and algorithmic decision-making — into detention regimes, either 
DV�DOWHUQDWLYHV�RU�H[WHQVLRQV�RI�FRQĆQHPHQW3. This has been accompanied by a push to privatize 
both immigration detention as well as the digital technology used in this space.4

International legal frameworks governing immigration detention — most notably, the International 
Covenant on Civil and Political Rights (ICCPR),5 the Convention on the Rights of the Child (CRC),6 
and the Convention relating to the Status of Refugees (Refugee Convention)7 — require that any 
form of detention be lawful, non-arbitrary, necessary, and proportionate to the aim pursued, with 
SURFHGXUDO�VDIHJXDUGV�LQ�SODFH�WR�SURWHFW�LQGLYLGXDO�ULJKWV��$UWLFOH���RI�WKH�,&&35�DIĆUPV�WKH�
right to liberty and protection against arbitrary detention, which applies equally to non-citizens 
regardless of their migration status. Various United Nations committees have also stressed 
the exceptionality of immigration detention and the need for alternatives,8 underscoring that 
immigration detention should only be used as a last resort.9 This principle of last resort does not 
apply to children.10 Detaining children because of their — or their parents’ — migration status is 
prohibited under international law as it will always violate the “best interests of the child” principle.11

Moria Refugee Camp, 
Lesvos, Greece
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In practice, immigration detention is often used as a deterrent against irregular migration or as a 
mechanism to facilitate deportation. However, research shows that this approach is not effective, 
is inhumane, and costs much more than other, more effective options.12 Detainees may face 
SURORQJHG�DQG�DUELWUDU\�GHWHQWLRQ�RU��LQ�VRPH�FDVHV��LQGHĆQLWH�FRQĆQHPHQW�GXH�WR�EXUHDXFUDWLF�
delays, a lack of documentation, or statelessness, as well as the absence of explicit time limits or 
UHYLHZ�PHFKDQLVPV��,PPLJUDWLRQ�GHWHQWLRQ�FDQ�UHVXOW�LQ�OLPLWHG�DFFHVV�ERWK�WRbOHJDO�DGYLFH�DQG�WR�
IDLUbLPPLJUDWLRQ�DQG�DV\OXP�SURFHHGLQJV��ZKLFK�RIWHQ�FDXVHV�OHQJWK\�æ�RU�HYHQ�LQGHĆQLWH�æ�GHOD\V�
in resolving migration processes.

Detention conditions vary widely across contexts, but many facilities suffer from overcrowding, 
poor sanitation, and inadequate access to medical care. Immigration detention practices have 
drawn widespread criticism13 from human rights bodies, particularly when used on vulnerable 
JURXSV��VXFK�DV�VXUYLYRUV�RI�WUDIĆFNLQJ��/*%74,��LQGLYLGXDOV��RU�WKRVH�ZLWK�PHQWDO�KHDOWK�
conditions. Children also continue to be detained in various jurisdictions in direct contravention 
of international law, leading to profound psychosocial and developmental issues and compounded 
trauma. Immigration detention has been found to harm children even if the detention is of a 
relatively short duration and is carried out in so-called “child-friendly” facilities.14 Immigration 
detention has also been widely documented as a site of systemic harm, disproportionately 
impacting racialized and historically marginalized communities.15 These harms of immigration 
detention are both physical and psychological. Numerous studies document high rates of 
depression, anxiety, post-traumatic stress disorder, and self-harm among detainees.16 These 
effects are exacerbated for those already traumatized by war, persecution, or displacement. 
Importantly, these harms are not collateral; they are inherent in the logic of detention, which 
deprives individuals of their liberty without criminal charge or trial.

The use of prolonged and arbitrary detention, often without access to legal counsel or meaningful 
oversight, reproduces patterns of structural violence and contributes to the dehumanization 
of detainees.17 These effects disproportionately impact racialized groups, whose vulnerability 
LV�PDJQLĆHG�E\�LQWHUVHFWLQJ�LQHTXDOLWLHV�UHODWHG�WR�ODQJXDJH��OHJDO�VWDWXV��DQG�VRFLR�HFRQRPLF�
precarity.18�(IIRUWV�WR�DGGUHVV�WKH�KDUPV�RI�LPPLJUDWLRQ�GHWHQWLRQ�PXVW�WKHUHIRUH�UHFNRQ�ZLWK�LWV�
entanglement in systems of racialized control and carceral governance. The effects of immigration 
detention are also gendered and intersectional, with detention having a disproportionate 
effect on women and gender-diverse people. Reformist approaches that simply seek to make 
detention more humane risk obscuring its foundational violence. Perspectives which call instead 
for the dismantling of detention regimes and the development of rights-based, community-
led alternatives19 are part of a more transformative agenda, one that centers people’s dignity, 
decolonial justice, and freedom of movement as core principles of any just immigration system.

What Are Alternatives to Detention?
ATD refers to mechanisms that provide states with a means to manage migration without 
UHVRUWLQJ�WR�FXVWRGLDO�GHWHQWLRQ��,'&�GHĆQHV�$7'�DV�êDQ\�ODZ��SROLF\�RU�SUDFWLFH�E\�ZKLFK�SHUVRQV�
are not detained for reasons relating to their migration status.”20 These can include a range of 
QRQ�FXVWRGLDO�DSSURDFKHV��(QJDJHPHQW�EDVHG�$7'�UHFRPPHQGHG�E\�,'&�LQFOXGH�RSHQ�UHFHSWLRQ�
centers, reporting requirements, and other community-based management options.21�([DPSOHV�RI�
enforcement-based ATD include bond or bail systems, as well as designated residence conditions. The 
underlying goal of ATD is to avoid the harmful effects of incarceration for immigration-related reasons. 
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7KHUH�DUH�WKUHH�PDLQ�EHQHĆWV�RI�XVLQJ�$7'�LQVWHDG�RI�GHWHQWLRQ��)LUVW��$7'�KDV�D�SRVLWLYH�LPSDFW�
on people’s physical and mental health, simply because detention is inherently harmful. An 
HYDOXDWLRQ�RI�WKH�$7'�SLORW�LQ�WKH�8QLWHG�.LQJGRP��8.��æ�FRPPLVVLRQHG�E\�WKH�2IĆFH�RI�WKH�
United Nations High Commissioner for Refugees (UNHCR) — found strong evidence that people 
supported in the community experienced greater stability and better health and well-being 
outcomes than when in detention.22 The 2020 evaluation of ATD pilots in Bulgaria, Cyprus, and 
3RODQG�FRPPLVVLRQHG�E\�WKH�(XURSHDQ�3KLODQWKURSLF�,QLWLDWLYH�IRU�0LJUDWLRQ��(3,0��FRQĆUPHG�
that case management strongly supported people’s well-being, particularly their emotional and 
psychological health.23 It helped them engage more proactively with immigration procedures, with 
82 per cent of participants reporting improved psychological well-being.24

Second, ATD programs help manage migration more effectively than detention, which does not 
deter or reduce irregular arrivals.25 Detention does not support case resolution, yet ATD can 
SURPRWH�FRPSOLDQFH�DQG�PRUH�HIĆFLHQW�DQG�VXVWDLQDEOH�LPPLJUDWLRQ�GHFLVLRQ�PDNLQJ�26�)RU�
example, IDC’s There Are Alternatives report highlights evidence from 13 ATD programs with 
compliance rates ranging between 80–99.9 per cent.27�$GGLWLRQDOO\��(3,0èV�HYDOXDWLRQ�RI�$7'�SLORW�
projects in Bulgaria, Cyprus, and Poland found that 86 per cent of individuals remained engaged 
with immigration procedures through community-based ATD.28

Third, ATD programs are much more cost-effective than immigration detention. According to 
IDC, ATD programs can be up to 80 per cent cheaper than detention, when taking into account 
the cost of detention infrastructure and operational cost, as well as associated litigation costs.29 
,Q�$XVWUDOLD��GHWDLQLQJ�VRPHRQH�FDQ�H[FHHG�$8'�������GD\�30 while community programs cost 
DURXQG�$8'���GD\�31 In the United States, the cost of immigration detention averages $165 per 
day32��DQG�DOPRVW�86'�����GD\�IRU�IDPLOLHV�ZLWK�ZRPHQ�DQG�FKLOGUHQ��33 yet community-based 
$7'�SURJUDPV�OLNH�WKH�IRUPHU�)DPLO\�&DVH�0DQDJHPHQW�3URJUDP��)&03��FRVW�MXVW�86'�������
day per family.34

However, other so-called “alternatives” — which are more enforcement-based — have drawn 
criticism for replicating the punitive features of detention in less visible forms.35 Reporting 
UHTXLUHPHQWV��VXFK�DV�PDQGDWRU\�FKHFN�LQV�DW�SROLFH�VWDWLRQV�RU�LPPLJUDWLRQ�RIĆFHV��FDQ�LPSRVH�
undue burdens, especially for those without access to transportation or childcare. These forms of 
control, although technically non-custodial, can still limit autonomy and produce fear, instability, 
and forced compliance.

There is also a trend toward integrating surveillance technologies and invasive digital reporting 
tools into so-called ATD programs.36�(OHFWURQLF�PRQLWRULQJ�LV�SURPRWHG�E\�VRPH�VWDWHV�DV�DQ�
ATD,37 but in effect it often amounts to an alternate form of detention instead of a true ATD. This is 
SDUWLFXODUO\�WKH�FDVH�ZLWK�*36�DQNOH�PRQLWRULQJ�DQG�RWKHU�ZHDUDEOH�WHFKQRORJLHV��DV�ZHOO�DV�VRPH�
forms of intrusive smartphone tracking apps that rely on continuous live location tracking and 
biometric information.

Ultimately, ATD are not merely about “managing compliance” but about reimagining responses 
to migration in ways that uphold the dignity, agency, and rights of all individuals, regardless of 
VWDWXV��7KH�FKDOOHQJH�OLHV�QRW�LQ�UHĆQLQJ�V\VWHPV�RI�FRQWURO�DQG�VXUYHLOODQFH��EXW�LQ�PRYLQJ�WRZDUG�
approaches that humanize migration processes altogether. In this sense, it is important to move to a 
new migration governance paradigm based on permanent solutions, access to rights, and protection 
and regularization pathways, where governments around the world do not detain people for reasons 
related to their migration status and instead proactively protect their rights in the community.
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Digital Technologies Used in Surveillance and ATD Programs

Some governments describe surveillance technologies as ATD, but their focus 
on enforcement and the restriction of liberty means they may function more as 
alternate forms of detention than genuine ATD. Not all technology in this space is 
equally intrusive: the level of interference with personal freedom varies by type and 
design of the tool. It is essential to distinguish between surveillance technologies, 
digital reporting tools, and digital support services, as each category carries different 
implications for agency, intrusiveness, and the scope of data collection.

SURVEILLANCE TECHNOLOGIES
Surveillance technologies are digital tools deployed by authorities to passively 
or actively monitor, track, or record the movements and behaviors of individuals 
in the community, usually with little or no user initiation. These technologies 
typically operate continuously, often collecting broad and ongoing data to support 
enforcement and risk management objectives.

Electronic Monitoring Devices 
:HDUDEOH�GHYLFHV�æ�VXFK�DV�*36�DQNOH�PRQLWRUV�RU�*36�HQDEOHG�ZDWFKHV�æ�WKDW�
continuously track a person’s real-time location using satellites, cell towers, and 
:L�)L�SRVLWLRQLQJ��1HZHU�GHYLFHV�PD\�DOVR�LQFRUSRUDWH�ELRPHWULF�DXWKHQWLFDWLRQ�

Smartphone-Based Tracking 
Apps installed on smartphones that operate in a similar manner to wearable 
electronic monitoring devices, continuously tracking a person’s real-time location 
XVLQJ�*36�DQG�RWKHU�GDWD��7KHVH�DSSV�DOVR�RIWHQ�HPSOR\�ELRPHWULF�IDFLDO�DQG�
voice recognition to verify identity and monitor compliance.

%LRPHWULF�9HULĆFDWLRQ�6\VWHPV
Technology integrated into electronic monitoring devices and smartphone-based 
tracking — as well as digital reporting tools (see below) — that collect biometric 
GDWD�IRU�WKH�SXUSRVH�RI�YHULĆFDWLRQ��7KHVH�V\VWHPV�PD\�XVH�WKH�UHDO�WLPH�FDSWXUH�
of a person’s face or voice for one-to-one matching against previously stored 
personal biometric data. 

Algorithmic Risk Assessments
$XWRPDWHG�V\VWHPV�WKDW�DQDO\]H�YDULRXV�IDFWRUV�WR�GHWHUPLQH�D�SHUVRQèV�ćLJKW�
ULVN�RU�VHFXULW\�FODVVLĆFDWLRQ��7KH\�FDQ�LQćXHQFH�GHFLVLRQV�DERXW�GHWHQWLRQ�
conditions, monitoring intensity, and eligibility and monitoring conditions for 
ATD programs.

DIGITAL REPORTING TOOLS
Digital reporting tools require active and ongoing participation from the monitored 
person to provide status updates, report their location, or demonstrate compliance. 
They operate on the user’s initiative and, when designed with strong safeguards, 
may offer greater agency and autonomy. These tools are generally less intrusive than 
continuous monitoring, functioning at set points in time and gathering only limited, 
VSHFLĆF�GDWD��+RZHYHU��VRPH�GLJLWDO�UHSRUWLQJ�WRROV�EOXU�WKH�OLQH�ZLWK�VXUYHLOODQFH��

New Refugee Camp,  
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particularly where reporting intervals are random or unpredictable, or where they 
UHO\�RQ�LQWUXVLYH�ELRPHWULF�YHULĆFDWLRQ��6XFK�IHDWXUHV�UHVXOW�LQ�UHGXFHG�DJHQF\�DQG�D�
disruption of daily life, and they can create impacts similar to continuous monitoring.

Mobile Check-In Apps
Smartphone apps that prompt individuals to check in at regular or unscheduled 
WLPHV�XVLQJ�3,1�FRGHV��VHOĆHV��YLGHR�FDOOV��RU�RWKHU�DFWLYH�UHVSRQVH�PHFKDQLVPV�
WKDW�RIWHQ�UHO\�RQ�ELRPHWULF�YHULĆFDWLRQ��8QOLNH�FRQWLQXRXV�VPDUWSKRQH�EDVHG�
tracking (see above), data is only collected upon user action. The mechanism 
IRU�UHSRUWLQJ�FDQ�VLJQLĆFDQWO\�VKDSH�ERWK�WKH�ULVN�SURĆOH�DQG�WKH�SDUWLFLSDQW�
H[SHULHQFH��ELRPHWULF�YHULĆFDWLRQ�LQWURGXFHV�KHLJKWHQHG�SULYDF\��DFFXUDF\��DQG�
security concerns, while participatory reporting tools can foster greater agency 
and trust but may still involve power imbalances and risks if safeguards are weak. 
7KH�FKRLFH�RI�PHFKDQLVP�LQćXHQFHV�QRW�RQO\�GDWD�SURWHFWLRQ�UHTXLUHPHQWV�EXW�
also the intrusiveness, stigma, and overall impact on the individual’s daily life.

Telephone Reporting
Practices that require participants to check in over the phone at predetermined times. 
Newer, automated systems can initiate calls and verify identity using biometrics. 

Participatory Reporting Tools
$OWHUQDWLYHV�WR�YRLFH�ELRPHWULFV�WKDW�DOORZ�XVHUV�WR�FKRRVH�YHULĆFDWLRQ�PHWKRGV�
(such as community leader attestations or visual PIN codes). 

DIGITAL SUPPORT SERVICES
Distinct from compliance or monitoring mechanisms, digital support services aim 
to empower and assist rather than to control. These services do this by prioritizing 
freedom of movement, community-led design, rights-preserving architectures, and 
integration-focused tools over purely compliance-driven systems.

Digital Case Management Platforms
Secure, centralized systems that help coordinate and support people-on-the-
move in ATD programs. They enable case managers to track legal deadlines, 
facilitate communication, and connect individuals to vital services. Designed with 
user needs in mind, they promote stability, dignity, and compliance while also 
safeguarding privacy and fostering trust.

Integration-Focused Digital Resources
These resources include platforms and geolocated apps that connect people-
on-the-move to centralized and decentralized service directories. They 
help individuals access healthcare, legal assistance, housing, education, and 
employment opportunities, and they are often co-maintained by people-on-the-
PRYH�DQG�1*2V�

By clearly differentiating between surveillance technologies, digital reporting tools, 
and digital support services, it becomes possible to better evaluate their respective 
impacts on liberty, dignity, and compliance, and to advance truly rights-based ATD.
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DIGITAL TECHNOLOGIES IN SURVEILLANCE 
AND ATD PROGRAMS
This section sets out the current state of play when it comes to the use of digital technology in 
surveillance and ATD programs, drawing on the input of participants in the regional consultations, 
as well as a survey of publicly available sources. It reveals that the use of technology by some 
states has focused on intrusive digital surveillance, rather than on promoting rights-based ATD. 
The United States, Canada, the UK, and Australia have led the way in terms of the expansion of 
privatized surveillance technologies — such as electronic monitoring and smartphone-based 
WUDFNLQJ�æ�WKDW�H[WHQG�VWDWH�FRQWURO�LQWR�FRPPXQLWLHV�XQGHU�WKH�JXLVH�RI�HIĆFLHQF\�DQG�FRVW�
effectiveness. The consultations revealed that numerous governments in other regions are also 
considering deploying similar technologies, raising the risk of further diffusion of surveillance 
technology. While documentation practices in areas such as Latin America, Africa, and the SWANA 
region are also increasingly relying on digital technologies like biometric registration, these 
practices need to be understood contextually, as documentation can be a way to prevent a person 
from being incarcerated in physical detention. However, documentation practices also present 
WKHLU�RZQ�ULVNV��VXFK�DV�LQDSSURSULDWH�GDWD�UHWHQWLRQ�DQG�VKDULQJ��ZKLFK�DPSOLĆHV�WKH�QHHG�WR�XVH�
a human rights-based approach to any implementation of technologies in documentation efforts 
and in the immigration detention and ATD space.

This rise of digital technologies also intersects with broader trends of border externalization, 
the criminalization of migration, and privatization, as governments increasingly partner with 
corporations to deploy systems that prioritize compliance over rights.38 There are also contexts 
where surveillance technologies are used on internally displaced, inland, or otherwise captive 
SRSXODWLRQV��)RU�H[DPSOH��WKH�XVH�RI�VXUYHLOODQFH�KDV�H[SDQGHG�LQ�WKH�2FFXSLHG�:HVW�%DQN�DQG�
*D]D��ZLWK�SULYDWH�FRPSDQLHV��VXFK�DV�(OELW�6\VWHPV�DQG�&HOOHEULWH��DQG�RWKHU�DFWRUV�OHDGLQJ�
the development of these technologies.39 Similarly, in China’s Xinjiang Province, the Chinese 
JRYHUQPHQW�UHOLHV�RQ�SULYDWH�DFWRUV�WR�GHYHORS�WHFKQRORJ\�XVHG�WR�GHWDLQ�WKH�8\JKXU�0XVOLP�
population.40 These tools — such as biometric databases, facial recognition, and predictive policing 
algorithms — are functionally similar to those used in immigration detention, but they operate at 
a broader and more oppressive scale, illustrating how surveillance infrastructure developed for 
border control can be redirected toward mass internment and social control and vice versa.41 

7KH�VKLIW�RI�VWDWHV�LQFUHDVLQJO\�UHO\LQJ�RQ�QHZ�VXUYHLOODQFH�WHFKQRORJLHV�UHćHFWV�WKH�EURDGHU�
pivot toward digital migration management and border control, where non-genuine, so-called 
êDOWHUQDWLYHVë�RIWHQ�VHUYH�DV�YHKLFOHV�IRU�LQWHQVLĆHG�PLJUDWLRQ�FRQWURO��UDWKHU�WKDQ�DV�SDWKZD\V� 
to liberty.
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NORTH AMERICA  
(CANADA, UNITED STATES, MEXICO)
North America’s migration enforcement landscape is 
LQFUHDVLQJO\�GHĆQHG�E\�ELRPHWULF�WUDFNLQJ��DOJRULWKPLF�
monitoring, and private sector partnerships in 
immigration detention. Whether through electronic 
PRQLWRULQJ�GHYLFHV��*36�HQDEOHG�DSSV��VDWHOOLWH�
linked border monitoring, or biometric check-ins, 
governments are shifting immigration enforcement 
LQWR�WKH�GLJLWDO�UHDOP�XQGHU�WKH�JXLVH�RI�HIĆFLHQF\�DQG�
to meet political goals.42 Our consultation participants 
raised concerns about the vast and urgent challenges 
that these technologies pose to transparency, 
accountability, and human rights protection.

In Context: Privatized and Digitized Immigration Detention

The United States has seen extensive and growing use of technology in immigration enforcement. 
,&(�RSHUDWHV�D�VSUDZOLQJ�QHWZRUN�RI�GHWHQWLRQ�IDFLOLWLHV��PDQ\�RI�WKHP�XQGHU�WKH�PDQDJHPHQW�RI�
SULYDWH�SULVRQ�FRUSRUDWLRQV�VXFK�DV�*(2�*URXS�DQG�&RUH&LYLF��ZKLFK�DUH�HTXLSSHG�ZLWK�DGYDQFHG�
surveillance technologies.43 Associated case management software, developed by private vendors 
like Palantir Technologies, integrate personal data, immigration histories, court statuses, and 
now even predictions about future behavior to monitor people-on-the-move in custody and to 
facilitate removals.44

6LQFH�-DQXDU\�������WKH�VHFRQG�7UXPS�DGPLQLVWUDWLRQ�KDV�VLJQLĆFDQWO\�HVFDODWHG�WKH�XVH�RI�
DUWLĆFLDO�LQWHOOLJHQFH��$,��LQ�LPPLJUDWLRQ�VXUYHLOODQFH�DQG�GHWHQWLRQ�45 Its AI-driven “Catch and 
Revoke” program monitors people’s social media activity, targeting those deemed to express 
anti-Israel or pro-Palestinian sentiments, engaged in Diversity and Inclusion work, or in any other 
activity determined to “undermine public safety.”46 Simultaneously, federal intelligence and border 
agencies, along with private military and security contractors, have expanded the digital wall at 
WKH�86å0H[LFR�ERUGHU��XVLQJ�D�IXVLRQ�RI�GURQHV��VDWHOOLWH�VXUYHLOODQFH��DQG�$,�SRZHUHG�DQDO\WLFV�
to detect border crossings in real time.47 This infrastructure is monitored through the Department 
of Defense, the Department of Homeland Security, and private military contractors, enabling a 
massive expansion of the use of predictive surveillance and algorithmic risk assessments along the 
86å0H[LFR�ERUGHU�48

,Q�)HEUXDU\�������3UHVLGHQW�7UXPS�XVHG�DQ�H[HFXWLYH�RUGHU49 to revoke federal AI ethics 
guidelines and mandate the prioritization of national security applications of AI in the United 
States, dismantling the few safeguards that existed in relation to automated immigration 
enforcement and accelerating the normalization of algorithmic surveillance.

In Canada, the Canada Border Services Agency (CBSA) has also widely integrated digital 
surveillance tools into its immigration detention facilities. These tools include digital 
ĆQJHUSULQWLQJ��IDFLDO�UHFRJQLWLRQ��DQG�HOHFWURQLF�FDVH�PDQDJHPHQW�V\VWHPV�WR�WUDFN�GHWDLQHH�
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PRYHPHQW�DQG�WKH�SURJUHVV�RI�WKHLU�OHJDO�FDVHV��,Q�0H[LFR��LPPLJUDWLRQ�GHWHQWLRQ�WDNHV�SODFH�LQ�
federally-managed facilities that employ biometric registration, closed-circuit television (CCTV), 
DQG�GLJLWDO�HQWU\�H[LW�ORJV�WR�PRQLWRU�GHWDLQHHV�50�0H[LFRèV�1DWLRQDO�RI�,QVWLWXWH�0LJUDWLRQ�
ĆQJHUSULQWV�DQG�SKRWRJUDSKV�SHRSOH�RQ�WKH�PRYH�XSRQ�DUULYDO�DQG�LQIRUPDWLRQ�LV�FURVV�FKHFNHG�
DJDLQVW�86�DQG�,QWHUSRO�GDWDEDVHV�YLD�WKH�%LRPHWULF�,GHQWLĆFDWLRQ�7UDQVQDWLRQDO�0LJUDWLRQ�$OHUW�
3URJUDP��%,70$3��51 a US-funded initiative aimed at border security cooperation. This program 
FDQ�EH�VHHQ�DV�UHćHFWLQJ�D�ODUJHU�WUHQG�RI�WKH�86�H[WHUQDOL]LQJ�LWV�ERUGHU�HQIRUFHPHQW�WR�0H[LFR�52

Surveillance Technologies and Digital Reporting Tools

The United States leads North America in deploying surveillance technology in the context of 
what the government frames as “ATD” in their supervision and release program.53 The Intensive 
Supervision Appearance Program (ISAP) is the United States’ largest and most technologically 
integrated non-custodial immigration enforcement program.54�,W�LV�DGPLQLVWHUHG�E\�,&(�LQ�
SDUWQHUVKLS�ZLWK�%,�,QFRUSRUDWHG��D�VXEVLGLDU\�RI�7KH�*(2�*URXS�55 Originally launched in 2004, 
ISAP was designed as an ATD to ensure that people-on-the-move comply with immigration court 
UHTXLUHPHQWV�ZKLOH�UHPDLQLQJ�LQ�WKH�FRPPXQLW\��7KH�SURJUDP�KDV�VLQFH�JURZQ�VLJQLĆFDQWO\�DQG��
E\�WKH�HQG�RI�WKH������ĆVFDO�\HDU��PRUH�WKDQ���������SHRSOH�ZHUH�SDUWLFLSDWLQJ�LQ�WKH�SURJUDP�56 
IDU�VXUSDVVLQJ�WKH�QXPEHU�SUHVHQWO\�KHOG�LQ�SK\VLFDO�,&(�GHWHQWLRQ�57 ISAP participants include 
people seeking asylum, individuals with removal orders, and those awaiting court outcomes. 
Digital technology plays a central role in how ISAP operates and enforces compliance. Participants 
PD\�EH�UHTXLUHG�WR�ZHDU�*36�DQNOH�EUDFHOHWV�DQG��PRUH�UHFHQWO\��ZULVW�ZRUQ�*36�WUDFNLQJ�GHYLFHV��
which transmit real-time geolocation data to BI Incorporated’s centralized monitoring system.58 
Others are assigned to check in through the SmartLINK app, which uses facial recognition and 
geolocation technology to verify identity and track location.59 The app also supports messaging 
between the contracted case manager and the individuals under supervision, adding a layer of 
case management to the surveillance infrastructure.60 

Traditional telephonic check-ins remain in use as well. Automated calls using biometric voice 
check-ins are used for individuals without smartphones or in areas with limited connectivity. 
7KHVH�V\VWHPV�DQDO\]H�YRFDO�SDWWHUQV�GXULQJ�SKRQH�FDOOV�WR�FRQĆUP�LGHQWLW\�61�:KLOH�,&(�KDV�
SURPRWHG�WKHVH�WRROV�DV�HIIHFWLYH��HIĆFLHQW��DQG�OHVV�UHVWULFWLYH�WKDQ�GHWHQWLRQ�62 rights groups 
have raised concerns about privacy, stigmatization, mental health impacts, and due process, 
particularly given the program’s scale and opaque data-handling practices.63 Scholars and 
advocates argue that ISAP’s technological design mirrors punitive systems, embedding people-
on-the-move in a digitally networked carceral regime rather than providing a truly rights-based 
DOWHUQDWLYH�WR�FRQĆQHPHQW�64 These digital surveillance tools do offer cost savings: detention costs 
DSSUR[LPDWHO\�86'�����GD\�SHU�LQGLYLGXDO�65�ZKLOH�6PDUW/,1.�FRVWV�86'���GD\�66 However, 
advocates have warned about the psychosocial impacts of this type of ongoing and continuous 
surveillance, which greatly expands the “surveillance dragnet” beyond traditional detention 
facilities into private homes and communities.67 In comparison, genuine non-carceral ATD programs 
VXFK�DV�WKH�)&03�FRVW�86'�������GD\�SHU�IDPLO\�XQLW�68 while also facilitating overwhelming 
compliance and engagement, positive relations, and fewer adverse psychosocial impacts.69

In Canada, the CBSA has piloted surveillance technology and digital reporting tools in the context 
RI�ZKDW�LW�IUDPHV�DV�$7'��,Q�������WKH�&%6$�ODXQFKHG�D�QDWLRQDO�$7'�SURJUDP�WKDW�LQFOXGHG�*36�
DQNOH�PRQLWRUV�IRU�D�OLPLWHG�QXPEHU�RI�SHUVRQV�LGHQWLĆHG�DV�êKLJK�ULVN�LQGLYLGXDOV�ë70 This program 
also introduced a voice recognition reporting system, allowing people to check in by phone with 
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biometric voiceprints and reducing the need for in-person appointments. These tools were paired 
ZLWK�FRPPXQLW\�EDVHG�VXSHUYLVLRQ�FRQWUDFWV�ZLWK�1*2V��DOLJQLQJ�ZLWK�&DQDGDèV�EURDGHU�SROLF\�
goals of minimizing detention for children and asylum seekers and moving away from housing 
immigration detainees in provincial prisons.71

However, in 2025, the CBSA revised a surveillance technology contract to allow foreign companies 
to bid on supplying and tracking ankle monitors.72 Additionally, the CBSA amended the relevant 
5HTXHVW�IRU�3URSRVDOV��5)3��WR�DOORZ�IRU�WKH�VWRUDJH�RI�GDWD�RXWVLGH�&DQDGD�73 In November 2024, 
Canada launched an app similar to the US’s SmartLINK, called ReportIn, which likewise uses facial 
recognition technology to verify people for immigration reporting while outside of custody.74 
+RZHYHU��RXU�FRQVXOWDWLRQ�SDUWLFLSDQWV��DV�ZHOO�DV�VFKRODUV�DQG�DGYRFDWHV��KDYH�LGHQWLĆHG�
issues with voice-printing and facial recognition as ATD, including privacy concerns around data 
collection, data storage, and potential data sharing with other government departments and 
private actors,75 as well as the lack of accuracy with voice-printing software and its potentially 
discriminatory effects.76 

0H[LFR�LV�\HW�WR�LPSOHPHQW�VXUYHLOODQFH�WHFKQRORJLHV�DQG�GLJLWDO�UHSRUWLQJ�WRROV�LQ�LWV�$7'�
SURJUDPV��,QVWHDG��0H[LFR�RIWHQ�UHOLHV�RQ�SHULRGLF�LQ�SHUVRQ�FKHFN�LQV�WR�HQVXUH�FRPSOLDQFH��
particularly for individuals returned under bilateral asylum agreements with the US. However, 
KXPDQ�ULJKWV�JURXSV�ZDUQ�WKDW�WKH�0H[LFDQ�DXWKRULWLHV�PD\�VRRQ�FRQVLGHU�XVLQJ�HOHFWURQLF�
tagging for selected people with deportation or parole conditions, given the pressures for 
increased data collection and cross-border sharing.77 

LATIN AMERICA AND THE CARIBBEAN  
Some countries in Latin America and the Caribbean are also increasingly 
moving toward a digitally-enabled model of migration governance. Our 
FRQVXOWDWLRQV�UHYHDOHG�WKDW�HQIRUFHPHQW�DQG�LGHQWLĆFDWLRQ�DUH�WKH�WRS�
policy priorities in some countries in the region, driven by pressure from 
the United States for countries with transit migration contexts in Latin 
America to externalize border control.78

In Context: Detention and Border Externalization

The use of immigration detention technology varies widely across Latin America. Historically, 
most countries in South America and Central America maintained only ad hoc detention facilities, 
RIWHQ�EULHć\�GHWDLQLQJ�SHRSOH�ZKR�LUUHJXODUO\�PLJUDWHG�LQ�SROLFH�VWDWLRQV�RU�DGPLQLVWUDWLYH�KROGLQJ�
areas.79�6RPH�FRXQWULHV�LQ�6RXWK�$PHULFD��VXFK�DV�(FXDGRU�DQG�8UXJXD\��SURKLELW�LPPLJUDWLRQ�
detention, while others, such as Colombia, have used regularization models instead of resorting 
to immigration detention.80 Chile and Peru have adopted electronic case management systems 
to process administrative violations, to track court hearings, and to coordinate removals, thereby 
minimizing the length of physical custody.81

However, ongoing regional geopolitical events — particularly Haitian migration, the mass 
displacement of Venezuelans, and transit movements from Central America — have prompted 
more restrictive state responses. In the few formal immigration detention centers that exist in 
Latin America, there is increasing attention to bringing in more technology. In Argentina, the 
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Unidad 35 immigration holding facility uses CCTV to monitor detainees.82 And now, with the 
crackdown on immigration in the United States and the externalization of immigration detention 
WR�FRXQWULHV�OLNH�(O�6DOYDGRU��&RVWD�5LFD��DQG�3DQDPD��GLJLWDO�GHWHQWLRQ�LQIUDVWUXFWXUH�IRU�WKH�
physical deprivation of liberty will likely be expanded, including surveillance inside detention 
centers and data sharing between transit countries.

Surveillance Technologies

:KLOH�FRQWLQXRXV�HOHFWURQLF�WDJJLQJ��IRU�H[DPSOH��WKURXJK�*36�DQNOH�PRQLWRUV��UHPDLQV�UDUH�HYHQ�
in the criminal justice context in Latin America, discussions about its potential use have occurred. 
In 2019, for instance, the Dominican Republic publicly considered electronic bracelets for people 
with deportation orders, expanding their use from the domestic criminal justice context83 and 
indicating the risk of diffusion of surveillance models IURP�WKH�*OREDO�1RUWK�84

2XU�FRQVXOWDWLRQ�SDUWLFLSDQWV�DQG�FLYLO�VRFLHW\�RUJDQL]DWLRQV�ćDJJHG�JURZLQJ�FRQFHUQV�DURXQG�
data privacy and due process risks, particularly in contexts where data-sharing agreements with 
foreign powers (such as the United States) are not transparent or subject to judicial oversight.85

EUROPE
(XURSHèV�WHFKQRORJLFDO�WXUQ�LQ�PLJUDWLRQ�JRYHUQDQFH�UHćHFWV�
a growing preference for automated enforcement and 
ELRPHWULF�YHULĆFDWLRQ��2XU�FRQVXOWDWLRQ�SDUWLFLSDQWV�UDLVHG�
concerns that these technologies also introduce new risks, 
including data misuse, overreach, and the normalization of 
surveillance in contexts where liberty should be protected.86 
Similarly to the United States and Canada, private security 
ĆUPV�DQG�WHFKQRORJ\�SURYLGHUV�DOVR�SOD\�D�VLJQLĆFDQW�UROH�
LQ�GHOLYHULQJ�WKHVH�V\VWHPV�LQ�(XURSH��ERWK�ZLWKLQ�WKH�
(XURSHDQ�8QLRQ��(8��DQG�LQ�QRQ�(8�PHPEHU�VWDWHV�87 as well 
DV�ZLWKLQ�WKH�8.��7KH�UHJLRQ�FRQWLQXHV�WR�UHĆQH�LWV�DV\OXP�
and migration framework, particularly under the New Pact 
RQ�0LJUDWLRQ�DQG�$V\OXP�88 In addition, the proposed Return 
Regulation89 expands existing data infrastructures and allows 
for the use of electronic monitoring.90�$V�VXFK��IRU�(XURSH��
balancing technological innovation with legal accountability 
and human dignity will remain a critical challenge.

In Context: Digitized Immigration Detention

$FURVV�(XURSH��LPPLJUDWLRQ�GHWHQWLRQ�SUDFWLFHV�KDYH�LQFUHDVLQJO\�LQFRUSRUDWHG�GLJLWDO�
VXUYHLOODQFH�WHFKQRORJLHV��ERWK�ZLWKLQ�FXVWRGLDO�VHWWLQJV�DQG�$7'�SURJUDPV��7KLV�VKLIW�UHćHFWV�
broader transformations in migration governance, where biometric systems, interoperable 
databases, and smart infrastructure are central tools of enforcement. While states present these 
WHFKQRORJLHV�DV�LQFUHDVLQJ�RSHUDWLRQDO�HIĆFLHQF\��WKH\�DOVR�UDLVH�VLJQLĆFDQW�FRQFHUQV�UHJDUGLQJ�
legality, transparency, and the protection of fundamental rights.91 
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0RVW�(XURSHDQ�FRXQWULHV�RSHUDWH�VRPH�IRUP�RI�GHWHQWLRQ�IDFLOLWLHV�HTXLSSHG�ZLWK�VXUYHLOODQFH�
technologies and migration management systems. Known variously as removal centers or pre-
UHPRYDO�IDFLOLWLHV��VXFK�DV�WKH�&HQWUHV�GH�5«WHQWLRQ�$GPLQLVWUDWLYH�LQ�)UDQFH��WKH�0XOWL�3XUSRVH�
5HFHSWLRQ�DQG�,GHQWLĆFDWLRQ�&HQWHUV�LQ�*UHHFH��DQG�WKH�,PPLJUDWLRQ�5HPRYDO�&HQWUHV�LQ�WKH�8.���
WKHVH�FHQWHUV�URXWLQHO\�HPSOR\�&&79�VXUYHLOODQFH�WKURXJKRXW�VKDUHG�DQG�SULYDWH�DUHDV��*UHHFH�
KDV�EHFRPH�D�WHVW�FDVH�IRU�WKH�(8èV�VPDUW�GHWHQWLRQ�LQIUDVWUXFWXUH�92 On the islands of Samos, 
Lesvos, Chios, Kos, and Leros, the new Closed Controlled Access Centers – which were built 
ZLWK�(8�IXQGLQJ93 – incorporate biometric turnstiles, thermal cameras, X-ray scanners, and facial 
recognition technologies.94 Residents use microchipped ID cards to enter and exit the refugee 
camps and their movements are constantly monitored while inside. Our consultation participants, 
along with scholars and human rights organizations, have raised serious concerns about this 
transformation of refugee camps into digital detention zones.95

Surveillance Technologies and Digital Reporting Tools 

$7'�DQG�VXSHUYLVHG�UHOHDVH�SURJUDPV�DFURVV�(XURSH�UHPDLQ�UHODWLYHO\�PRGHVW�LQ�WKHLU�
technological sophistication, although this is beginning to change. The UK stands out as a 
prominent case in the region, having piloted one of the most expansive and controversial uses of 
HOHFWURQLF�PRQLWRULQJ��,Q�������WKH�+RPH�2IĆFH�ODXQFKHG�D�SLORW�SURJUDP�UHTXLULQJ�FHUWDLQ�DV\OXP�
VHHNHUV�WR�ZHDU�*36�HQDEOHG�HOHFWURQLF�DQNOH�WDJV�DV�D�FRQGLWLRQ�RI�UHOHDVH�IURP�LPPLJUDWLRQ�
detention. The pilot formed part of the UK government’s broader strategy to deter unauthorized 
arrivals — especially those arriving by small boats — and to maintain surveillance over individuals 
GHHPHG�D�ćLJKW�ULVN�96�8QGHU�WKH�SURJUDP��XS�WR�����LQGLYLGXDOV�ZHUH�VXEMHFWHG�WR������ORFDWLRQ�
tracking, with devices logging their precise movements in real time.97 This data was transmitted 
WR�D�FHQWUDOL]HG�GDWDEDVH�DFFHVVLEOH�E\�LPPLJUDWLRQ�HQIRUFHPHQW�RIĆFLDOV��IRUPLQJ�SDUW�RI�ZKDW�
our consultation participants called – and what scholars and civil society organizations have 
characterized as – a “digital border” inside the UK with profound psychosocial impacts.98

New Refugee Camp,  
Samos, Greece
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The ankle tags used in the pilot were similar in form and function to those employed in the criminal 
justice system, reinforcing what scholars have termed the “carceral continuum” in immigration 
enforcement.99�$OWKRXJK�IRUPDOO\�SUHVHQWHG�DV�DQ�DOWHUQDWLYH�WR�FRQĆQHPHQW��WKH�WHFKQRORJLHV�
blurred the boundary between custodial and non-custodial control. Asylum seekers also reported 
that the tags disrupted their sleep, caused skin irritation, and led to stigmatization in their 
communities, with some describing the experience as a “type of torture” and explaining that they 
felt “constantly on edge.”100 Some likened the devices to digital shackles and expressed feelings of 
criminalization, despite not having been accused of any criminal offence.101

The pilot drew widespread criticism from civil society and data protection advocates, as well as 
RXU�FRQVXOWDWLRQ�SDUWLFLSDQWV��,Q�������WKH�,QIRUPDWLRQ�&RPPLVVLRQHUèV�2IĆFH��,&2��FRQGXFWHG�D�
SULYDF\�DXGLW�DQG�IRXQG�WKDW�WKH�+RPH�2IĆFH�KDG�IDLOHG�WR�FRQGXFW�D�VXIĆFLHQW�'DWD�3URWHFWLRQ�
Impact Assessment (DPIA) prior to launching the scheme.102 The ICO concluded that the use 
of constant geolocation tracking lacked adequate legal safeguards and was disproportionate, 
particularly given the absence of individualized risk assessments.103�7KH�OHJDO�MXVWLĆFDWLRQ�IRU�
the pilot rested on powers conferred under the Immigration Act 2016 (UK) and the Nationality 
and Borders Act 2022 (UK), but critics – including the ICO – considered that the deployment of 
surveillance technologies in this way exceeded the principles of necessity and proportionality 
XQGHU�8.�GDWD�SURWHFWLRQ�ODZ�DQG�WKH�(XURSHDQ�&RQYHQWLRQ�RQ�+XPDQ�5LJKWV��(&+5�104 
�VSHFLĆFDOO\��$UWLFOH���RQ�WKH�ULJKW�WR�SULYDF\��105

Alongside human rights concerns, the scheme also raised practical questions. There was no clear 
evidence that the ankle tags improved compliance or reduced absconding rates, and many of those 
WDJJHG�ZHUH�DOUHDG\�UHSRUWLQJ�UHJXODUO\�WR�LPPLJUDWLRQ�RIĆFLDOV�106 Civil society organizations 
æ�LQFOXGLQJ�WKH�3XEOLF�/DZ�3URMHFW��0HGLFDO�-XVWLFH��DQG�%DLO�IRU�,PPLJUDWLRQ�'HWDLQHHV�æ�
questioned whether the tags were primarily symbolic and used to signal toughness on immigration 
as opposed to being evidence-based policy tools,107�HVSHFLDOO\�DV�HYHQ�WKH�+RPH�2IĆFH�LWVHOI�
acknowledged that the tagging did not increase compliance.108

,Q�������WKH�+LJK�&RXUW�RI�-XVWLFH�YDOLGDWHG�WKHVH�FRQFHUQV��ĆQGLQJ�WKH�+RPH�6HFUHWDU\èV�
use of electronic monitoring to be unlawful in several instances due to failures in considering 
individual circumstances, not providing adequate reasons for imposing monitoring, and not 
properly reviewing the necessity and proportionality of continued monitoring.109 The Court 
DOVR�LGHQWLĆHG�LVVXHV�ZLWK�GDWD�UHWHQWLRQ�SUDFWLFHV�DQG�GHOD\V�LQ�PDQGDWHG�TXDUWHUO\�UHYLHZV��
KLJKOLJKWLQJ�SURFHGXUDO�GHĆFLHQFLHV�DQG�WKH�SRWHQWLDO�IRU�XQODZIXO�LQWHUIHUHQFH�ZLWK�ULJKWV�110 
These legal challenges have also raised concerns about the lack of procedural safeguards, the risk 
of disproportionate interference with liberty and privacy, and failures to ensure compliance with 
data protection laws.

)ROORZLQJ�WKH�+LJK�&RXUWèV�GHFLVLRQ��WKH�+RPH�2IĆFH�UHYLVHG�LWV�LPPLJUDWLRQ�EDLO�JXLGDQFH111 
to include some additional safeguards, including more explicit guidelines around when digital 
reporting can be imposed, as well as the need for regular review and variation of electronic 
monitoring conditions.112 Our consultation participants highlighted that the recent amendments 
WR�WKH�EDLO�JXLGDQFH�UHPDLQ�LQVXIĆFLHQW�EHFDXVH�WKH\�VWLOO�SHUPLW�ZLGHVSUHDG�DQG�URXWLQH�XVH�RI�
electronic monitoring, which undermines the underlying presumption in favor of liberty through 
reliance on surveillance-based controls as opposed to genuine community-based alternatives.113
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In 2021, the UK’s Immigration Bail Digital Reporting (IBDR) pilot also introduced a voluntary 
app and email-based check-in system that allows individuals on immigration bail to acknowledge 
their bail conditions remotely. Importantly, the IBDR does not rely on biometric data and includes 
UREXVW�FRQVHQW�PHFKDQLVPV��XVHUV�PXVW�H[SOLFLWO\�DJUHH�WR�KDYH�WKHLU�GHYLFHèV�*36�ORFDWLRQ�
recorded, only at the moment they check in, and this data is stored for a maximum of 90 days. 
0RUHRYHU��GHFOLQLQJ�WR�VKDUH�ORFDWLRQ�GDWD�GRHV�QRW�DPRXQW�WR�QRQFRPSOLDQFH�114 The system also 
allows address and contact details to be updated online, reducing the burden of routine in-person 
reporting. While this reporting format arguably offers a less intrusive alternative, it must be 
contextualized alongside the UK’s broader use of electronic monitoring devices, which remain far 
more burdensome and resemble surveillance under the guise of “alternatives to detention.”

The UK government has also indicated its intention to explore other alternatives, including the 
use of smartphone-based check-in apps, which use facial recognition or geofencing technology115 
WKDW�HPSOR\V�*36�RU�VLPLODU�WRROV�WR�FUHDWH�YLUWXDO�ERXQGDULHV�WKDW�WULJJHU�DOHUWV�RU�DFWLRQV�ZKHQ�D�
tracked device enters or leaves a designated area. Thus, while showing some promising direction, 
the UK case study highlights the dangers of surveillance and intrusive reporting technologies, a 
WUHQG�ZKLFK�PD\�DOVR�EH�UHSOLFDWHG�LQ�WKH�(8�VKRXOG�VLPLODU�SURJUDPV�EH�LPSOHPHQWHG�WKHUH�

“It soon became clear that the technology attached to my 
ankle was pretty glitchy. One time, they came and told me, ‘The 
system says the tag had been tampered with’. They checked my 
ankle and found nothing wrong. It sent my mind whirring. What 
had I done to jolt the strap? I suddenly felt anxious to leave the 
house, in case I knocked it while out somewhere. 

I began to move through the world more carefully … 
 
My world contracted, and my mental health went into freefall. 
I came to realize I wasn’t really free: I was in an outside prison. 
The government knew where I was 24/7. Were they really 
concerned I would abscond, or did they simply want to intrude 
on my life?”116 
=

    –SAM, who came to the UK as a refugee when he was a  
      small child and has lived in Britain ever since. Sam has 
�� � � � ��EHHQ�VXEMHFWHG�WR������VXUYHLOODQFH�ZLWK�D�*36�DQNOH�
      tag while facing deportation.
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SOUTHWEST ASIA AND NORTH AFRICA (SWANA)

The SWANA region presents a complex terrain of 
migration governance, shaped by protracted refugee 
crises, labor migration, and transit routes toward 
(XURSH��:KLOH�FRQWH[WV�YDU\��IURP�UHIXJHH�FDPSV�LQ�
-RUGDQ�WR�GHSRUWDWLRQ�FHQWHUV�LQ�WKH�3HUVLDQ�*XOI� 
technology has become a central tool in managing 
migration. There is an interplay of humanitarian 
biometrics led by international organizations and 
state surveillance infrastructures that facilitate 
enforcement, expulsion, or restriction. While the use 
of technology in ATD remains scarce, our consultation 
participants reported an expansion of mobile self-
reporting apps, biometric registration for visa 
renewals, and data sharing across sectors.

,Q�&RQWH[W��+XPDQLWDULDQ�%LRPHWULFV�DQG�7KHLU�%HQHĆWV�DQG�5LVNV

&RXQWULHV�OLNH�-RUGDQ��/HEDQRQ��7¾UNL\H� and Iraq have implemented large-scale biometric 
UHJLVWUDWLRQ�RI�UHIXJHHV��7KLV�KDV�EHHQ�IDFLOLWDWHG�E\�81+&5èV�%LRPHWULF�,GHQWLW\�0DQDJHPHQW�
6\VWHP�WKDW�FROOHFWV�ĆQJHUSULQWV�DQG�LULV�VFDQV��FUHDWLQJ�D�SHUVRQDOL]HG�LGHQWLW\�UHFRUG�WKDW�
underpins aid delivery, protection status, and mobility.117�7¾UNL\H�KDV�LVVXHG�ELRPHWULF�,'�FDUGV�WR�
PLOOLRQV�RI�6\ULDQV��FROOHFWLQJ�ĆQJHUSULQWV�DQG�GHPRJUDSKLF�GDWD�118�,WV�*¸©1HW�GDWDEDVH�DOORZV 
LQVWDQW�DFFHVV�WR�FDVH�ĆOHV�DQG�LGHQWLW\�UHFRUGV��IDFLOLWDWLQJ�OHJDO�DFFHVV�EXW�DOVR�SRWHQWLDOO\�
enabling surveillance and detention.119�7KLV�V\VWHP��SDUWLDOO\�IXQGHG�E\�WKH�(8�120 demonstrates 
KRZ�GLJLWDO�LGHQWLĆFDWLRQ�FDQ�ERWK�UHGXFH�WKH�QHHG�IRU�GHWHQWLRQ�EXW�DOVR�FRQVROLGDWH�VWDWH�
control.121�7KH�(XURSHDQ�&HQWHU�IRU�1RW�)RU�3URĆW�/DZ�DOVR�UHSRUWV�WKDW��LQ�������D�*HUPDQ�
VHFXULW\�FRPSDQ\�WUDLQHG�(J\SWLDQ�VHFXULW\�IRUFHV�RQ�KRZ�WR�XVH�IDFLDO�UHFRJQLWLRQ�WHFKQRORJ\�IRU�
border control and security.122

+HEURQ��2FFXSLHG� 
3DOHVWLQLDQ�7HUULWRULHV



,Q�WKH�*XOI�&RRSHUDWLRQ�&RXQFLO�FRXQWULHV��VXFK�DV�6DXGL�$UDELD��WKH�8QLWHG�$UDE�(PLUDWHV��
4DWDU��DQG�%DKUDLQ��WHFKQRORJ\�SOD\V�D�UHVWULFWLYH�UROH��HPEHGGHG�LQ�VWDWH�VXUYHLOODQFH�RI�IRUHLJQ�
labor populations. These countries host millions of low-wage temporary foreign workers123 and 
RSHUDWH�H[WHQVLYH�ELRPHWULF�V\VWHPV��LQFOXGLQJ�PDQGDWRU\�ĆQJHUSULQWLQJ�RQ�DUULYDO� biometric 
residence permits, and facial recognition CCTV in public spaces).124 The Absher platform, widely 
used in Saudi Arabia, is equipped with digital immigration controls that include overstay alerts, 
service restrictions for visa violators, and the tracking of dependents, enabling enforcement 
without always resorting to detention but greatly expanding surveillance and movement control 
capabilities.125�$FURVV�WKH�*XOI��SULYDWH�WHFK�ĆUPV�å�RIWHQ�WKRVH�VXSSO\LQJ�SULVRQ�VXUYHLOODQFH�
systems – also contract with immigration authorities, reinforcing the carceral logic behind many 
digital systems.126

1RUWK�$IULFDQ�FRXQWULHV�æ�SDUWLFXODUO\�/LE\D��7XQLVLD��DQG�0RURFFR�æ�DUH�IRFDO�SRLQWV�IRU�WUDQVLW�
PLJUDWLRQ�WRZDUG�(XURSH��,Q�/LE\D��GHWHQWLRQ�FHQWHUV�DUH�RSHUDWHG�HLWKHU�E\�VWDWH�IRUFHV�RU�DUPHG�
groups. UNHCR has sought to introduce biometric registration in detention facilities where 
security allows;127 in doing so, UNHCR aims to provide detainees with a digital identity that can 
facilitate release, protection, or resettlement.128

Surveillance Technologies and Digital Reporting Tools

7¾UNL\H�KDV�LQWURGXFHG�D�SURPLVLQJ�DQG�LQFUHDVLQJO\�VWUXFWXUHG�DSSURDFK�WR�$7'��7KH�/DZ�
RQ�)RUHLJQHUV�DQG�,QWHUQDWLRQDO�3URWHFWLRQ129 and its amendments set out options for ATD, 
LQFOXGLQJ��D��UHVLGLQJ�DW�D�VSHFLĆF�DGGUHVV���E��UHSRUWLQJ�REOLJDWLRQV���F��IDPLO\�EDVHG�UHWXUQ���G��
UHWXUQ�FRXQVHOLQJ���H��YROXQWHHULQJ�LQ�SXEOLF�VHUYLFHV���I��ĆQDQFLDO�JXDUDQWHHV��DQG��J��HOHFWURQLF�
monitoring.130 Digital surveillance and reporting can take place through a mobile phone app called 
*¸©ELO�DV�ZHOO�DV�DQNOH�PRQLWRUV��ZLWK�WKH�ODWWHU�UHVHUYHG�IRU�WKRVH�ZKR�SUHVHQW�D�KLJK�ULVN�WR�
national security (subject to reviews and a 24-month time limit).131 Ankle monitoring has not yet 
been implemented but the mobile app has become operational as of summer 2025.132 Civil society 
JURXSV�å�VXFK�DV�5HIXJHH�5LJKWV�7¾UNL\H�DQG�WKH�7XUNLVK�%DU�$VVRFLDWLRQ�å�FRQWLQXH�WR�UHLWHUDWH�
that detention of any kind must be used as a last resort.133

,Q�7XQLVLD��DPLG�(8�IXQGHG�PLJUDWLRQ�JRYHUQDQFH�GLVFXVVLRQV��RIĆFLDOV�KDYH�ćRDWHG�SURSRVDOV�WR�
explore the electronic tracking of people awaiting deportation as a way to reduce overcrowding in 
detention centers. No formal programs have been implemented yet.
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0DULWLPH�6XUYHLOODQFH�� 
Lesvos, Greece
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AFRICAN CONTINENT
The move toward biometric infrastructure, centralized databases, and 
internationally-funded data collection systems in Africa represents a 
new phase of migration governance. As explored in our consultations, 
the use of technology in migration management has accelerated 
in recent years across the African continent, particularly through 
partnerships with international organizations and donor governments 
LQ�WKH�(8��+RZHYHU��WKH�XVH�RI�GLJLWDO�WHFKQRORJLHV�IRU�GHWHQWLRQ�RU�$7'�
remains limited. Our consultation participants explored the interplay of 
migration management technologies in humanitarian spaces and noted 
WKDW�WKHVH�WRROV�RIIHU�YDULRXV�EHQHĆWV��VXFK�DV�PRUH�HIĆFLHQW�DLG�GHOLYHU\��
LGHQWLW\�YHULĆFDWLRQ��VXSSRUWLQJ�GRFXPHQWDWLRQ�HIIRUWV��DQG�SUHYHQWLQJ�
physical detention. However, in some instances, they also raised questions 
about data security, consent, proportionality, and due process.134

In Context: A Continent in Transition 

Across the African continent, the use of technology in migration management has 
DFFHOHUDWHG�LQ�UHFHQW�\HDUV��7KRXJK�VWLOO�XQGHU�UHVRXUFHG�FRPSDUHG�WR�WKHLU�*OREDO�
North counterparts, some African states are beginning to introduce technological 
tools in detention settings. In South Africa, the Lindela Repatriation Centre – a large 
LPPLJUDWLRQ�GHWHQWLRQ�IDFLOLW\�QHDU�-RKDQQHVEXUJ�å�XVHV�&&79�PRQLWRULQJ�DQG�HOHFWURQLF�
ĆQJHUSULQWLQJ�LQWHJUDWHG�ZLWK�WKH�'HSDUWPHQW�RI�+RPH�$IIDLUVè�QDWLRQDO�GDWDEDVH�LQ�
order to verify detainees’ identities and deportation histories.135 This system has reduced 
duplication and enabled faster processing, although conditions at Lindela continue to raise 
human rights concerns.136�,Q�0D\�������WKH�6RXWK�$IULFDQ�'HSDUWPHQW�RI�+RPH�$IIDLUV�
also introduced Operation New Broom, a new biometric data collection and surveillance 
initiative to arrest, detain, and deport people who are in South Africa irregularly or who have 
overstayed,137 illustrating the growing security narrative around immigration detention.

'LJLWDO�5HJLVWUDWLRQ�DQG�9HULĆFDWLRQ�7RROV

While electronic monitoring and tagging are still rare, the African continent is witnessing 
WKH�JURZWK�RI�GLJLWDO�UHJLVWUDWLRQ�DQG�LGHQWLW\�YHULĆFDWLRQ�WRROV��)RU�H[DPSOH��.HQ\D�KDV�
implemented various smartphone registration and other digital identity programs instead 
of relying on physical detention and encampment, allowing more people to remain in 
urban settings and closer to social services.138
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ASIA PACIFIC REGION 
Asia presents a diverse and rapidly evolving landscape in the use 
RI�WHFKQRORJ\�IRU�LPPLJUDWLRQ�HQIRUFHPHQW�DQG�GHWHQWLRQ��)URP�
VRSKLVWLFDWHG�ELRPHWULF�V\VWHPV�LQ�(DVW�$VLD�WR�FRPPXQLW\�EDVHG�
supervision models in South and Southeast Asia, states across 
the region are experimenting with varying degrees of digitization, 
surveillance, and data management in managing mobility. Our 
consultation participants raised critical questions about privacy, 
legal safeguards, and the role of international actors in supporting 
or regulating these systems.

In Context: Surveillance in Migration Control

In South Asia, the use of technology in immigration detention is less advanced but rapidly 
expanding. Bangladesh, while operating rudimentary detention infrastructure for undocumented 
people, has led one of the world’s largest biometric registration efforts for refugees housed in 
camps.139 South Korea also employs comprehensive biometric systems, integrating border control 
and immigration detention with national databases.140�$OO�IRUHLJQ�QDWLRQDOV�DUH�ĆQJHUSULQWHG�
and photographed upon entry and this data is used to verify identity instantly if someone is 
detained.141�)RU�H[DPSOH��DW�WKH�+ZDVHRQJ�LPPLJUDWLRQ�GHWHQWLRQ�IDFLOLW\��&&79��PRWLRQ�VHQVRUV��
and electronic zoning alerts are used to control movement.142 Civil society has also highlighted the 
growth of surveillance in Thailand’s immigration detention centers, enabling more tracking using 
&&79��7KLV�LQFOXGHV�FRQVWDQW�VXUYHLOODQFH�LQ�WKH�'HWHQWLRQ�&HQWHU�IRU�0RWKHUV�DQG�&KLOGUHQ��
surveillance which extends to part of the shower area.143�0DOD\VLD also detains thousands of 
XQGRFXPHQWHG�SHRSOH�LQ�LPPLJUDWLRQ�GHSRWV�WKDW�RIWHQ�ODFN�DGHTXDWH�LQIUDVWUXFWXUH��)ROORZLQJ�
UHSHDWHG�DEXVH�DOOHJDWLRQV��WKH�0DOD\VLDQ�JRYHUQPHQW�DQQRXQFHG�SODQV�WR�GLJLWL]H�GHWDLQHH�
records and install CCTV systems in detention depots,144 as well as plans to digitize its foreign 
worker program.145�0DOD\VLD�KDV�DOVR�H[SHULPHQWHG�ZLWK�LQWURGXFLQJ�$,�EDVHG�JDLW�DQDO\VLV�WR�
PDNH�GHWHUPLQDWLRQV�DERXW�GHWHFWLQJ�LQPDWH�ĆJKWV�RU�HVFDSH�DWWHPSWV�LQ�LWV�FULPLQDO�MXVWLFH�
detention facilities.146

China’s immigration enforcement merges with its broader surveillance infrastructure.147�)RUHLJQ�
nationals — as well as Chinese citizens — must register their residence, and movement is tracked 
through a network of CCTV systems, facial recognition software, and police databases.148 China 
DOVR�HPSOR\V�IDFLDO�UHFRJQLWLRQ�JDWHV�DW�DLUSRUWV�DQG�WUDLQ�VWDWLRQV��ZKLFK�DXWRPDWLFDOO\�ćDJ�
individuals on immigration watchlists.149�7KLV�UHćHFWV�WKH�ORJLF�RI�SUH�HPSWLYH�JRYHUQDQFH��ZKHUH�
WKH�VWDWH�LGHQWLĆHV�DQG�UHVSRQGV�WR�êWKUHDWVë�WKURXJK�SUHGLFWLYH�DOJRULWKPLF�V\VWHPV�UDWKHU�WKDQ�
through reactive detention.150

Surveillance Technologies, Digital Reporting Tools, and ATD

,Q�������-DSDQ�DPHQGHG�LWV�,PPLJUDWLRQ�&RQWURO�DQG�5HIXJHH�5HFRJQLWLRQ�$FW������151 
introducing “supervisory measures” available for some individuals released from detention 
into the community on provisional status.152 Thailand has advanced on community-based ATD 
WKURXJK�WKH�ê0HPRUDQGXP�RI�8QGHUVWDQGLQJ�RQ�WKH�'HWHUPLQDWLRQ�RI�0HDVXUHV�DQG�$SSURDFKHV�
$OWHUQDWLYH�WR�'HWHQWLRQ�RI�&KLOGUHQ�LQ�,PPLJUDWLRQ�'HWHQWLRQ�&HQWHUVë��028�$7'��153 
&DUHJLYHUV�DQG�FKLOGUHQ�KDYH�EHQHĆWHG�IURP�FRPPXQLW\�$7'�VXFK�DV�+267�,QWHUQDWLRQDOèV�
community-based case management program.154 
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AUSTRALIA AND NEW ZEALAND
Australia’s immigration enforcement regime is internationally 
recognized for its hardline approach toward immigration detention and 
its reliance on private security partnerships. Consultation participants 
UHćHFWHG�LQ�SDUWLFXODU�RQ�WKH�WHFKQRORJLFDOO\�LQWHQVLYH�V\VWHPV�LQ�
detention centers. Concerns were raised about the impact of these 
systems on detainees’ human rights – including privacy violations and 
infringements on personal dignity and mental health – as well as about 
oversight and transparency issues. Both onshore detention centers and 
offshore processing facilities have been testing grounds for surveillance 
WHFKQRORJLHV��0RUH�UHFHQWO\��WKH�XVH�RI�VXFK�WHFKQRORJLHV�KDV�EHHQ�
expanded to monitor certain non-citizens released into the community, 
LQFOXGLQJ�WKURXJK�*36�DQNOH�PRQLWRULQJ��$XVWUDOLD�KDV��KRZHYHU��PDGH�
welcome progress in reducing the detention of children for immigration 
purposes, largely by shifting toward community-based ATD.155

New Zealand does not operate dedicated immigration detention 
centers and has historically maintained publicly-managed facilities 
overseen by government agencies. However, recent legislative changes 
may enable the use of electronic monitoring in certain circumstances.

In Context: The Privatization of Detention in Australia 

Australia has a long history of privatization in its onshore immigration detention network through 
engaging private security corporations with experience in managing correctional facilities. In 
������6HFXUH�-RXUQH\V��D�VXEVLGLDU\�RI�WKH�0DQDJHPHQW�DQG�7UDLQLQJ�&RUSRUDWLRQ��ZDV�FRQWUDFWHG�
to take over responsibility from Serco for managing onshore detention centers.156 These centers 
employ a surveillance architecture that mirrors prison systems: constant CCTV monitoring, 
HOHFWURQLF�DFFHVV�FRQWUROV��DQG�ELRPHWULF�LGHQWLW\�YHULĆFDWLRQ�DUH�WKH�QRUP��

$XVWUDOLDèV�RIIVKRUH�GHWHQWLRQ�UHJLPH�RQ�1DXUX�æ�DQG��IRUPHUO\��RQ�0DQXV�,VODQG��3DSXD�
1HZ�*XLQHD��æ�DOVR�LQFRUSRUDWHV�WHFKQRORJLFDO�FRQWURO�PHDVXUHV��2Q�0DQXV�,VODQG��*�6��DQG�
ODWHU�%URDGVSHFWUXP�)HUURYLDO��RSHUDWHG�IDFLOLWLHV�HTXLSSHG�ZLWK perimeter CCTV, central 
watchtowers, and infrared cameras.157�(OHFWURQLF�UROO�FDOO�V\VWHPV�UHTXLUHG�GHWDLQHHV�WR�VFDQ�
WKHLU�,'�FDUGV�DW�FKHFNSRLQWV�WR�FRQĆUP�WKHLU�SUHVHQFH�158 On Nauru, which still hosts a “regional 
processing centre” in open format, digital control mechanisms include ID cards with barcodes, 
monitored internet access, and internal surveillance systems.

Another key area of concern raised in the consultations related to the Status Resolution and 
Assurance Tool (SRAT), which is used to carry out risk assessments for onshore immigration 
detainees. This algorithmic assessment tool, developed by Serco in partnership with the 
Department of Home Affairs, has been used since 2015: the risk rating determines whether a 
person is held in high-security compounds or subjected to physical restraints.159 The SRAT’s design 
DQG�RQJRLQJ�UHĆQHPHQW�KDYH�EHHQ�VKDSHG�E\�6HUFR��UHćHFWLQJ�D�EURDGHU�WUHQG�RI�SULYDWH�VHFWRU�
LQYROYHPHQW�LQ�WKH�PDQDJHPHQW�DQG�WHFKQRORJLFDO�RYHUVLJKW�RI�LPPLJUDWLRQ�GHWHQWLRQ��0DMRU�
concerns have been raised about the SRAT’s lack of transparency, as detainees are not informed 
of their risk ratings and have no avenue to review or challenge them. Critics also argue that the 
WRRO�XQGXO\�LQćDWHV�ULVN�VFRUHV��SDUWO\�EHFDXVH�LW�LQFRUSRUDWHV�EHKDYLRU�LQVLGH�GHWHQWLRQ�æ�ZKLFK�
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can be shaped by the mental health impacts of detention itself — creating a harmful feedback 
loop where distress leads to higher risk ratings and more restrictive conditions.160 Independent 
experts have also criticized the SRAT’s algorithmic design, highlighting that it is not grounded 
LQ�VRXQG�VFLHQWLĆF�UHVHDUFK�DQG�LV�YXOQHUDEOH�WR�GDWD�HUURUV�DQG�LQDFFXUDFLHV��ZLWK�GRFXPHQWHG�
cases of incorrect information leading to unnecessarily harsh detention conditions.161 Despite these 
ćDZV��WKH�65$7�FRQWLQXHV�WR�EH�XVHG��ZLWK�UHFHQW�ĆJXUHV�VKRZLQJ�WKDW�DW�OHDVW����SHU�FHQW�RI�GHWDLQHHV�
ZHUH�UDWHG�DV�D�KLJK�RU�H[WUHPH�ULVN�DV�RI�-DQXDU\������162 raising serious concerns about fairness, 
accountability, and the consequences of outsourcing such critical decisions to a private corporation.163 

Surveillance Technologies

The Australian government imposes ankle monitors on certain individuals released from physical 
immigration detention. This has been enabled by legislation164 introduced in response to a 2023 
decision of the High Court of Australia, which ruled that Australia’s long-standing practice of 
GHWDLQLQJ�QRQ�FLWL]HQV�LQGHĆQLWHO\�ZLWKRXW�D�UHDO�SURVSHFW�RI�UHPRYDO�ZDV�XQODZIXO�165 The new 
legislation provides for the imposition of various conditions on those released on bridging visas as 
a result of the High Court’s ruling, including curfews, electronic monitoring with ankle bracelets, 
and reporting requirements. In a subsequent decision in 2024, the High Court ruled that the 
blanket and mandatory use of curfews and ankle monitoring was unlawful because it violated the 
principle of the separation of judicial power enshrined in the Australian Constitution.166�0RUH�
VSHFLĆFDOO\��WKH�&RXUW�UHDVRQHG�WKDW�WKH�LPSRVLWLRQ�RI�WKH�FRQGLWLRQV�LQ�WKLV�PDQQHU�FRQVWLWXWHG�
punishment, which – under Australia’s constitutional arrangements – can only be imposed by 
the courts, not the executive. The Australian government responded by introducing legislative 
amendments that limit the mandatory imposition of conditions to cases where the responsible 
0LQLVWHU�LV�VDWLVĆHG��ĆUVWO\��WKDW�WKH�SHUVRQ�LQ�TXHVWLRQ�SRVHV�D�VXEVWDQWLDO�ULVN�WR�WKH�$XVWUDOLDQ�
community and, secondly, that the conditions are reasonably necessary and appropriate in the 
circumstances.167�$V�RI�0D\����������LQGLYLGXDOV�UHPDLQHG�VXEMHFW�WR�HOHFWURQLF�PRQLWRULQJ�168  
7KH�$XVWUDOLDQ�JRYHUQPHQW�KDV�DOVR�FRQĆUPHG�WKDW�LW�KDV�EHHQ�XVLQJ�GURQHV�WR�WUDFN�VRPH�RI�WKRVH�
released from immigration detention.169 

While the government maintains that these surveillance technologies are required to ensure 
public safety, our consultation participants noted that they often replicate the same coercive 
dynamics of detention. Key concerns included the stigmatizing effects of visible ankle devices, 
which impede employment and social integration, and the psychological toll of constant 
surveillance, including the constant fear of criminal sanctions for minor breaches like being late 
home or not recharging the device. 

In 2025, the New Zealand government also introduced legislation providing for the electronic 
tagging of non-citizens who have been deemed to pose a security or absconding risk,170 sparking 
fears from scholars and civil society about the psychosocial impacts of such surveillance and about 
WKH�JURZLQJ�LQćXHQFH�RI�WKH�SULYDWH�VHFWRU�LQ�FDUFHUDO�VSDFHV�171
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“It is such a relief to have the monitor and curfew taken off. But 
I still feel broken. I sleep during the day and at night the trauma 
kicks in. I still have pain in my leg from the monitor. We all have 
to face hard things in life but this is mentally crushing.”172 

 
– RVJB, who has lived as a permanent resident in    
���$XVWUDOLD�VLQFH�KH�ZDV�D�FKLOG��UHćHFWLQJ�RQ�WKH�
   debilitating impacts of ankle bracelet technology.

*UDIĆWL�LQ�2OG�5HIXJHH�&DPS��
Samos, Greece



KEY RISKS AND GUIDING PRINCIPLES
This section builds on the above mapping and the real-world use of digital technology 
in ATD and surveillance programs to identify key risks and to outline cross-cutting 
guiding principles for addressing them. The principles provide a framework for deploying 
technology in ATD programs in a way that preserves the rights and dignity of individuals 
and that facilitates the use of ATD as a genuine alternative to closed and restrictive 
detention practices. These principles build upon IDC’s ATD principles,173 which are 
UHLQWHUSUHWHG�WR�UHVSRQG�WR�WKH�VSHFLĆF�FKDOOHQJHV�DQG�G\QDPLFV�RI�HPHUJLQJ�GLJLWDO�
technologies. The references in this section to technological tools that restrict liberty 
capture both surveillance technologies and digital reporting tools. However, it is 
important to note that surveillance technologies will generally not meet the requirements 
VHW�RXW�LQ�WKH�JXLGLQJ�SULQFLSOHV��0RUHRYHU��JLYHQ�WKH�IDFW�WKDW�VXUYHLOODQFH�WHFKQRORJLHV�
can amount to alternate forms of detention, they should not be used in ATD programs.

From Surveillance to Empowerment 

28
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*8,',1*�35,1&,3/(���� 

No Deprivation  
of Liberty

IMPACT ON HUMAN RIGHTS
The use of technology in the context of ATD can have profound impacts on the ability of 
people to exercise their human rights and safeguard their dignity. This is particularly the 
case with surveillance technologies and overly intrusive digital reporting tools, which are 
better characterized as alternative forms of detention rather than as ATD. An overview 
of the key human rights standards that are relevant in the context of using technology in 
ATD and surveillance programs can be found in the Appendix.

 
 
Technological tools used in ATD must be designed and 
implemented in full accordance with international human rights 
standards. They must prioritize the liberty, dignity, privacy, and 
autonomy of individuals over coercion and surveillance.

EXPANDED DIGITAL FORMS OF DETENTION

Digital surveillance tools are increasingly deployed under the rhetoric of “humane” migration 
management. However, technologies like ankle monitors, smartphone monitoring apps, and overly 
intrusive automated biometric check-in systems may constitute a form of de facto detention or 
êWHFKQRORJLFDOO\�PHGLDWHG�FRQĆQHPHQWë�WKDW�EOXUV�WKH�ERXQGDU\�EHWZHHQ�IUHHGRP�DQG�UHVWULFWLRQ��
While these mechanisms lack bars or physical walls, they reproduce the structures of carceral 
control, particularly when accompanied by punitive consequences for non-compliance.

,Q�WKH�8QLWHG�6WDWHV��WKH�ZLGHVSUHDG�DGRSWLRQ�RI�%,�,QFRUSRUDWHGèV�6PDUW/,1.�DSS�DQG�*36�
PRQLWRULQJ�WRROV�XQGHU�,&(èV�$7'�SURJUDP�H[HPSOLĆHV�WKLV�VKLIW��7KH�6PDUW/,1.�DSS��XVHG�WR�WUDFN�
location and verify identity through facial recognition, is not merely a compliance tool. It creates 
an omnipresent gaze, shaping behavior and limiting autonomy as well as having a negative impact 
on the social integration of non-citizens under supervision.174 The use of electronic ankle monitors 
in the UK has been described as imposing “digital shackles” and as “e-incarceration.” In Australia, 
individuals subjected to ankle monitoring have called the experience “mentally crushing.”175

Technological tools used in ATD must not amount to a 
deprivation of liberty, either individually or cumulatively 
(whether alongside other surveillance technologies, digital 
reporting tools, or non-tech compliance requirements). This 
would amount to de facto – or alternate forms of – detention.

*8,',1*�35,1&,3/(����

Prioritize, Respect, and 
Advance Human Rights
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One of the most pressing risks associated with the use of surveillance technologies and overly 
intrusive digital reporting tools is the phenomenon of “net-widening,” where — rather than 
reducing the use of detention — technologies expand the reach of immigration control to 
individuals who otherwise would have been released without conditions. The expansion of 
electronic monitoring, biometric surveillance, and algorithmic risk assessments often serves 
to reclassify low-risk individuals as subjects of control, creating new forms of coercion outside 
traditional detention.176�7RROV�VXFK�DV�*36�DQNOH�PRQLWRUV��VPDUWSKRQH�WUDFNLQJ�DSSV��DQG�
biometric check-ins are increasingly being deployed against families, and others who have 
no history of absconding and who do not present a security risk. The use of technologies for 
continuous, real-time tracking creates new forms of coercion and digital control, amounting to de 
facto detention and raising serious human rights concerns. This shift undermines the core human 
rights rationale for ATD by replacing freedom with “freedom under surveillance,” creating a digital 
surveillance QHW�WKDW�PD\�FDSWXUH�WKRVH�ZKR�ZRXOG�QHYHU�KDYH�EHHQ�GHWDLQHG�LQ�WKH�ĆUVW�SODFH�

Digital reporting tools — such as telephone reporting and smartphone-based check-ins — can 
UHGXFH�LQWUXVLYH�RYHUVLJKW��EXW�RQO\�LI�GHVLJQHG�ZLWK�ćH[LELOLW\�DQG�ZLWKRXW�ELRPHWULF�RU�UHDO�WLPH�
tracking. As seen in the UK’s IBDR pilot project, where digital reporting is used, it should prioritize 
DIĆUPDWLYH��FRQWH[W�ERXQG�FRQVHQW��DYRLG�ELRPHWULF�RU�FRQWLQXRXV�WUDFNLQJ��DQG�UHPDLQ�VWULFWO\�
voluntary, offering — rather than enforcing — less intrusive means of compliance. However, even 
with these safeguards, these tools risk becoming overly burdensome or punitive if implemented 
with rigid or surveillance-like features.

Technological tools must only be deployed in ATD where they 
enable people at risk of or in detention to live freely in the 
community. The use of technology should be non-intrusive and 
supportive, not punitive or coercive. Approaches that replicate 
or run parallel to existing immigration detention systems without 
helping to reduce the use of detention, or that impose continuous 
or unnecessary monitoring, do not constitute true ATD.

*8,',1*�35,1&,3/(���� 

Reduce, Rather than 
Expand, Detention

&RPPXQLW\�&HQWHU�IRU�SHRSOH�
RQ�WKH�PRYH�LQ�%HOJLXP
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A core challenge lies in the lack of transparent decision-making criteria for imposing digital 
surveillance and reporting measures, which are often applied as a result of blanket policies without 
LQGLYLGXDOL]HG�ULVN�DVVHVVPHQWV��,Q�WKH�8.��WKH�+LJK�&RXUW�RI�-XVWLFH�UXOHG�LQ�$'/�Y��6HFUHWDU\�RI�
State for the Home Department177 WKDW�WKH�*36�WDJJLQJ�RI�PLJUDQWV�RQ�LPPLJUDWLRQ�EDLO�YLRODWHG�
$UWLFOH���RI�WKH�(&+5�EHFDXVH�WKH�PHDVXUH�ZDV�DSSOLHG�DXWRPDWLFDOO\�DQG�ZLWKRXW�FDVH�VSHFLĆF�
HYDOXDWLRQV�RI�QHFHVVLW\�RU�SURSRUWLRQDOLW\��7KH�&RXUW�DOVR�KLJKOLJKWHG�WKH�+RPH�2IĆFHèV�IDLOXUH�
to conduct mandatory quarterly reviews of monitoring conditions. This “set-and-forget” approach 
DOORZV�VXUYHLOODQFH�DQG�UHSRUWLQJ�PHDVXUHV�WR�SHUVLVW�LQGHĆQLWHO\��HYHQ�ZKHQ�LQLWLDO�MXVWLĆFDWLRQV�
�IRU�H[DPSOH��EHLQJ�D�ćLJKW�ULVN��QR�ORQJHU�DSSO\��FUHDWLQJ�D�V\VWHP�RI�RSHQ�HQGHG�SXQLVKPHQW�
disconnected from objective threats.

The punitive nature of, and stigma associated with, wearable electronic monitoring devices can 
also visually associate people with criminality, reinforcing harmful stereotypes and perceptions. 
These forms of surveillance technology are unlikely to meet the principles of necessity and 
proportionality, which require the use of the least restrictive measures appropriate to each 
individual case.178 In some circumstances, electronic monitoring may lead states to breach 
WKHLU�KXPDQ�ULJKWV�REOLJDWLRQV��)RU�H[DPSOH��HOHFWURQLF�PRQLWRULQJ�PD\�DPRXQW�WR�LQKXPDQ�RU�
degrading treatment when the device causes physical discomfort or psychological harm or when 
it exacerbates trauma, particularly for individuals with existing vulnerabilities. It may also infringe 
on the right to privacy and family life if the technology imposes restrictions that interfere with 
daily activities or exposes sensitive personal information. Continuous electronic monitoring may 
IXQFWLRQ�DV�D�IRUP�RI�GH�IDFWR�GHWHQWLRQ��XQGHUPLQLQJ�WKH�ULJKW�WR�OLEHUW\�E\�FRQĆQLQJ�LQGLYLGXDOV�
WR�D�VSHFLĆF�ORFDWLRQ�IRU�H[WHQGHG�SHULRGV�RI�WLPH�179

Technological tools that restrict liberty should be used only when 
WKHUH�LV�D�FOHDU�DQG�VSHFLĆF�ODZIXO�EDVLV�WR�GR�VR��DQG�RQO\�ZKHQ�
absolutely necessary, following a careful, individualized 
assessment of a person’s circumstances. Such measures must 
be the least intrusive and most rights-compatible option 
available. They must never be applied as default or blanket 
solutions, must be strictly limited to what is essential in each 
case, and must be subjected to proportionality and necessity 
tests with strict purpose-limitation requirements to ensure that 
LPSOHPHQWDWLRQ�LV�PLQLPL]HG�WR�WKH�VSHFLĆHG�DQG�ODZIXO�SXUSRVH��
The implementation of the restrictions must be time-limited, 
MXVWLĆHG��DQG�VXEMHFW�WR�UHJXODU�UHYLHZ��

*8,',1*�35,1&,3/(���� 

Proportionate and 
Necessary
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LACK OF TRANSPARENCY AND CONSENT
Another concerning issue with the use of digital technologies in ATD and surveillance programs 
is the lack of transparency and the erosion of free and informed consent. People affected by 
technologies that restrict their liberty should be informed about the decision of detention or 
the ATD measures, as well as about the available mechanisms to challenge the decision and seek 
a remedy. In order to ensure that digital technologies in ATD programs remain consistent with 
international human rights standards, these processes need to respect necessary procedural 
safeguards, including the provision of adequate information on their rights and the duties of the 
authorities administering ATD in a language the person can understand, access to legal advice, and 
access to review by an independent body.180 It is important to emphasize that children can never 
meaningfully consent to digital technologies.

Yet, many people affected by surveillance technologies and digital reporting tools are neither 
given opportunities for informed prior consent, nor provided with clear explanations of how 
surveillance and reporting tools function, what data is collected, who has access to that data, 
or what rights the person in question retains. This opacity not only undermines trust in legal 
processes but also violates fundamental principles of due process and data protection.

Canada’s pilot program concerning the ReportIn app illustrates this tension. Initially, participants 
reported that they were unaware of the app’s facial recognition capabilities or of how the app 
determined check-in times.181 Advocacy efforts also revealed that the app relies on Amazon 
Web Services.182 The lack of clarity around data sharing between the CBSA and private vendors 
SRLQWV�WR�V\VWHPLF�IDLOXUHV�LQ�HQVXULQJ�LQIRUPHG�SDUWLFLSDWLRQ��,Q�WKH�(8��KXPDQ�ULJKWV�ZDWFKGRJV�
have raised similar concerns about systems that collect and store biometric data, often without 
adequate explanation or the ability to challenge inclusion.183 

Participation in digital programs that restrict liberty should 
be based on free and informed consent. Individuals must be 
fully informed about how digital technology tools work, what 
data is collected, how long data is stored, what alternatives 
are available, what rights exist to challenge decisions, and the 
ability to opt out of participating in digital programs at any point. 
Individuals must not be penalized for making the choice to opt out.

*8,',1*�35,1&,3/(���� 

Free and Informed 
Consent
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LEGAL ACCOUNTABILITY AND OVERSIGHT
Technological surveillance and some digital reporting tools raise serious legal accountability risks. 
There is a critical lack of transparency about how these technologies operate, the decision-making 
processes that determine when they should be applied, and how such decisions can be challenged. 
This lack of transparency has created a human rights vacuum in which people are exposed to 
surveillance and intrusive reporting requirements without legal clarity or recourse. There are 
often no mechanisms available to challenge the imposition of surveillance and reporting measures. 
:KHUH�WKH\�GR�H[LVW��LQGLYLGXDOV�FDQ�IDFH�VLJQLĆFDQW�EDUULHUV�LQ�H[HUFLVLQJ�WKHLU�ULJKWV��LQFOXGLQJ�D�
lack of access to legal and psychosocial support.

Compounding this problem is the fact that many digital surveillance and reporting programs lack 
independent oversight mechanisms to monitor compliance with relevant human rights obligations. 
Obligations under international human rights law and international refugee law, as well as regional 
JRYHUQDQFH�PHFKDQLVPV�OLNH�WKH�(8èV�*HQHUDO�'DWD�3URWHFWLRQ�5HJXODWLRQ��*'35��184 are routinely 
undermined by the involvement of private actors who are not held to the same standards as public 
authorities. Without independent oversight, these systems operate in legal “gray zones” that 
disproportionately affect the most vulnerable populations. This accountability vacuum leaves 
people-on-the-move exposed to disproportionate harms without meaningful recourse, as seen 
LQ�FDVHV�ZKHUH�LQGLYLGXDOV�KDYH�IDFHG�SURORQJHG�*36�WUDFNLQJ�GHVSLWH�GHPRQVWUDWLQJ�FRQVLVWHQW�
compliance with immigration proceedings. 

Individuals subject to technologies that restrict liberty must 
have meaningful access to independent oversight and review 
mechanisms so that they can challenge the imposition of 
restrictions and have access to legal recourse. This review 
process should assess whether the decision to restrict 
liberty was lawfully authorized and was both necessary and 
SURSRUWLRQDWH��,W�VKRXOG�LQYROYH�VSHFLĆF�FRQVLGHUDWLRQ�RI�WKH�
individual’s circumstances and vulnerabilities and of the potential 
harms of the restrictions, including harm to family members. 
0HDVXUHV�PXVW�QRW�RQO\�KDYH�D�EDVLV�LQ�ODZ��EXW�WKH�JURXQGLQJ�
ODZ�PXVW�DOVR�EH�DFFHVVLEOH��IRUHVHHDEOH��DQG�VXIĆFLHQWO\�SUHFLVH�
and must provide safeguards against arbitrariness. Ongoing 
human rights monitoring should be institutionalized to evaluate 
the impacts — and to mitigate the harms — of digital tools for the 
entire life cycle of each tool’s development and implementation.

*8,',1*�35,1&,3/(���� 
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5HFHSWLRQ�&HQWHU�RQ� 
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DATAFICATION AND THE RISK OF ALGORITHMIC DISCRIMINATION

The expansion of surveillance technologies and digital reporting tools in immigration systems has 
QRUPDOL]HG�WKH�êGDWDĆFDWLRQë�RI�LQGLYLGXDOV�WKURXJK�WKH�FROOHFWLRQ�RI�YDVW�DQG�RIWHQ�XQQHFHVVDU\�
ELRPHWULF�DQG�JHRORFDWLRQ�GDWD��UDLVLQJ�DFXWH�SULYDF\�DQG�FRQVHQW�FRQFHUQV��3URJUDPV�OLNH�,&(èV�
,6$3�LQ�WKH�8QLWHG�6WDWHV�H[HPSOLI\�WKLV�WUHQG��GHSOR\LQJ�*36�HQDEOHG�VPDUWZDWFKHV��IDFLDO�
UHFRJQLWLRQ�DSSV��DQG�DQNOH�PRQLWRUV�WR�FRQWLQXRXVO\�KDUYHVW�ELRPHWULF�LGHQWLĆHUV��PRYHPHQW�
SDWWHUQV��DQG�EHKDYLRUDO�GDWD�XQGHU�WKH�JXLVH�RI�DGPLQLVWUDWLYH�HIĆFLHQF\��7KLV�GDWDĆFDWLRQ�
operates within a consent vacuum, as people-on-the-move are already vulnerable to coercion and 
face surveillance as a condition of release, with no meaningful opt-out mechanism. 

These risks are compounded by poor safeguards and by documented misuse of biometric data 
collected in immigration detention, as well as by a lack of transparency around third party 
contractors who manage the data.185�7KLV�GDWDĆFDWLRQ�RI�GHWHQWLRQ�FUHDWHV�DGGLWLRQDO�YXOQHUDELOLWLHV��
LQFOXGLQJ�SURĆW�GULYHQ�PLVXVH�DQG�LQVXIĆFLHQW�DFFRXQWDELOLW\�IRU�GDWD�OHDNV�

Data collected must be strictly limited to what is necessary for a 
VSHFLĆHG��OHJLWLPDWH��DQG�ODZIXO�SXUSRVH��,W�DOVR�PXVW�EH�DQRQ\PL]HG�
where possible and must be stored securely, with people-on-the-
move having clear access rights and data control as well as the right 
to erasure and the ability to opt out of data collection.
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The rise of data-driven technologies in immigration enforcement has introduced new risks related 
WR�ELDV��SURĆOLQJ��DQG�GLVFULPLQDWLRQ��3HRSOH�RQ�WKH�PRYH�DUH�LQFUHDVLQJO\�VXEMHFWHG�WR�SUHGLFWLYH�
analytics and algorithmic decision-making systems that assess “risk” or “compliance likelihood” 
EDVHG�RQ�LQFRPSOHWH��ELDVHG��RU�RSDTXH�GDWD�VHWV��7KHVH�V\VWHPV�æ�OLNH�WKH�(8èV�L%RUGHU&75/�
SURMHFW��ZKLFK�SLORWHG�$,�GULYHQ�OLH�GHWHFWLRQ�DQG�ULVN�SURĆOLQJ�WHFKQRORJLHV�DW�ERUGHU�FURVVLQJV186 
— convert complex human realities into digital abstractions, often leading to decisions that cannot 
be explained or contested.187 

,Q�WKH�8QLWHG�6WDWHV��,&(�KDV�XVHG�ULVN�FODVVLĆFDWLRQ�DOJRULWKPV�LQ�GHWHQWLRQ�DQG�ERQG�GHFLVLRQV�
and, most recently, in social media scraping.188�0DQ\�RI�WKHVH�DOJRULWKPV�UHćHFW�HPEHGGHG�UDFLDO�
and nationality-based disparities.189 Similarly, Australia’s SRAT algorithmic risk assessment tool 
GHYHORSHG�LQ�SDUWQHUVKLS�ZLWK�6HUFR�KDV�EHHQ�ZLGHO\�FULWLFL]HG�IRU�EHLQJ�XQVFLHQWLĆF��ELDVHG��DQG�
inaccurate.190 

These systems not only lack transparency but also violate vital procedural safeguards. Scholars 
have warned that people-on-the-move have little to no access to the criteria behind risk scores or 
the ability to challenge automated decisions.191 The result is a technological system of judgement 
that mirrors structural racism while distancing responsibility through the supposed objectivity of 
DOJRULWKPV��7KLV�SURFHVV�RI�GDWDĆFDWLRQ�IXUWKHU�GHKXPDQL]HV�SHRSOH�RQ�WKH�PRYH��WUHDWLQJ�WKHP�
as data points rather than as rights-bearing individuals.192 

A precautionary moratorium on algorithmic risk assessments 
for imposing surveillance technologies should be adopted unless 
and until demonstrable and ongoing safeguards can ensure 
transparency, accuracy, the absence of bias and discrimination, and 
accountability in their design and implementation. 
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PRIVATIZATION AND PROFIT IN MIGRATION SURVEILLANCE

The privatization of immigration enforcement has extended beyond detention centers into the 
digital sphere. Corporations now design, implement, and manage technological surveillance that 
is used to restrict freedom of movement and that features in so-called ATD programs, turning the 
monitoring of people-on-the-move into a multi-billion-dollar industry.193 These companies, which 
often have prior experience in prison and surveillance technologies, shape the infrastructure 
of digital enforcement with little democratic oversight or public accountability. These carceral 
markets commodify peoples’ lives, turning incarceration into a revenue-generating enterprise.

,Q�WKH�8QLWHG�6WDWHV��%,�,QFRUSRUDWHG��D�VXEVLGLDU\�RI�7KH�*(2�*URXS��KDV�EHFRPH�WKH�GRPLQDQW�
FRQWUDFWRU�IRU�,&(èV�$7'�WHFKQRORJLHV��LQFOXGLQJ�6PDUW/,1.�DQG�*36�DQNOH�PRQLWRULQJ�194 
7KHVH�WRROV�DUH�QRW�QHXWUDO��WKH\�DUH�FRPPHUFLDO�SURGXFWV�GHYHORSHG�LQ�DQ�LQGXVWU\�WKDW�SURĆWV�
from expanding its client base and embedding surveillance deeper into daily life.195 Similar 
arrangements exist in the UK with Serco and in Australia with multiple private providers managing 
community detention and electronic tracking.

8QOLNH�SXEOLF�LQVWLWXWLRQV��SULYDWH�FRUSRUDWLRQV�DUH�GULYHQ�E\�SURĆWDELOLW\�UDWKHU�WKDQ�SXEOLF�
interest. This misalignment of values raises serious human rights concerns. Contracts often 
include per-person payments, performance incentives, and occupancy quotas that undermine 
efforts to reduce detention or surveillance and that further dehumanize people-on-the-move.196 
Our consultation participants voiced concern — and various human rights organizations 
have raised alarms — about the unregulated role of the private sector in the development of 
WHFKQRORJLHV��)RUPHU�8QLWHG�1DWLRQV�6SHFLDO�5DSSRUWHXU�RQ�&RQWHPSRUDU\�)RUPV�RI�5DFLVP��
5DFLDO�'LVFULPLQDWLRQ��;HQRSKRELD�DQG�5HODWHG�,QWROHUDQFH��(�7HQGD\L�$FKLXPH��KDV�DOVR�ZDUQHG�
DJDLQVW�WKH�êGLJLWDO�ERUGHUVë�QRUPDOL]HG�E\�WKH�SULYDWH�VHFWRU�WKDW�DXWRPDWH�UDFLDO�SURĆOLQJ�
and violate privacy rights.197 Yet, public procurement contracts remain shrouded in secrecy, 
and people-on-the-move often lack legal mechanisms to challenge how decisions are made.198 
Procurement decisions, however, present an opportunity for transparency, including the release 
of information concerning whether the technology (or part thereof) is a product or service of a 
private vendor. If a private vendor is involved, information about that vendor and about the nature 
of the contractual relationship between the parties should be made public, including such details 
as the ownership of intellectual property related to the technology, as well as the ownership and 
custody of, and accountability for, all collected data.

Any technology used in immigration detention, surveillance, or 
ATD should be developed, managed, and deployed by governments 
RU�1*2V�DV�IDU�DV�SRVVLEOH��$Q\�RXWVRXUFLQJ��ZKHWKHU�WR�1*2V�
or commercial entities, must adhere to the principles of open and 
public procurement, be subject to ongoing human rights and data 
impact assessments, and include safeguards to ensure transparency 
and accountability. 
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PHYSICAL AND PSYCHOSOCIAL HARMS OF SURVEILLANCE

While digital surveillance may seem less invasive than incarceration, it produces profound 
psychological and social harms and it adversely impacts people’s physical health and well-being. 
People-on-the-move under constant digital observation often report anxiety, fear of non-
compliance, and social isolation.199 Technologies such as ankle monitors, smartphone tracking 
apps, and overly intrusive smartphone check-in apps create a sense of being “always watched,” 
leading to behavioral changes, diminished trust in institutions, and feelings of criminalization, even 
in the absence of wrongdoing.

)RU�H[DPSOH��LQGLYLGXDOV�LQ�,&(èV�$7'�SURJUDP�KDYH�UHSRUWHG�WKDW�WKH�XQSUHGLFWDELOLW\�RI�
SmartLINK check-ins leads to interrupted sleep, an inability to work consistently, and a reluctance 
to participate in community activities.200�0RWKHUV�ZLWK�\RXQJ�FKLOGUHQ�IDFH�DGGHG�VWUHVV��IHDULQJ�
that any missed check-in might result in enforcement action.201 This form of de facto detention 
is especially damaging for survivors of trauma — who may experience digital surveillance as a 
continuation of past coercion and abuse — as well as for community and family members who 
experience vicarious trauma.202 

To avoid and mitigate these physical and psychosocial harms of surveillance, it is crucial to 
reframe the focus of technology away from enforcement and surveillance and toward tools that 
facilitate engagement and that genuinely support community-based integration and well-being. 
This shift requires centering the voices and experiences of people-on-the-move, ensuring that 
digital solutions empower rather than control, and support rather than stigmatize. Co-designing 
WHFKQRORJ\�ZLWK�DIIHFWHG�LQGLYLGXDOV�LV�HVVHQWLDO�IRU�FUHDWLQJ�V\VWHPV�WKDW�DUH�GLJQLĆHG��MXVW��DQG�
UHVSRQVLYH�WR�UHDO�FRPPXQLW\�QHHGV��)RU�H[DPSOH��SURFHVVHV�VXFK�DV�DXGLWV�DQG�WKH�8.èV�'3,$V�
VKRXOG�DFWLYHO\�LQYROYH�WKRVH�ZLWK�OLYHG�H[SHULHQFH�DQG�WKHLU�DGYRFDWHV��(QJDJLQJ�ZLWK�WKHVH�
communities before, during, and after implementation allows evaluation processes to be directly 
informed by the realities and priorities of those most impacted, leading to more humane and 
effective technological practices.

Technology used in the context of ATD should focus on enhancing 
community-based support, integration, and case resolution and 
should respect rights. This means moving away from enforcement-
focused surveillance that harms, stigmatizes, and criminalizes 
people-on-the-move to engagement-based approaches. Technology 
should empower individuals toward a just and fair resolution of 
their case by facilitating effective case management and holistic 
community-based support to help people achieve stability, navigate 
complex systems, and access services. Technology and evaluation 
processes should also be actively designed or co-designed with 
people-on-the-move.

*8,',1*�35,1&,3/(����� 
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FROM PRINCIPLES TO PRACTICE: 
RETHINKING THE ROLE OF TECHNOLOGY  
IN ATD
When designed and deployed within a rights-based and community-centered framework, 
technology can serve as a facilitator of empowerment rather than control. IDC has emphasized 
that ATD should not simply involve less restrictive forms of detention, but must constitute a 
genuine shift toward freedom, dignity, rights, and case resolution. This perspective calls for a 
reorientation: from using technology to enforce compliance toward using it to build trust, to 
enhance access to legal and other support services, and to support well-being. Technology must 
be embedded in a broader ecosystem of care, underpinned by transparency and community 
LQYROYHPHQW��*RYHUQPHQWV�DQG�LPSOHPHQWLQJ�RUJDQL]DWLRQV�QHHG�WR�PRYH�EH\RQG�WKH�IDOVH�ELQDU\�
of detention versus surveillance. Instead, the focus should be on leveraging digital tools to foster 
justice, empowerment, inclusion, and integration as part of community-centered, rights-based ATD.

Enhancing Access to Legal Advice and Information 

One of the most transformative applications of technology in the context of ATD is its capacity 
to enable informed and meaningful participation in immigration and asylum processes. People-
on-the-move — many of whom are navigating unfamiliar legal systems while facing language 
barriers, limited literacy, and digital exclusion — are particularly vulnerable to missing critical 
deadlines or misunderstanding their obligations. Legal representation is often one of the strongest 
predictors of successful case outcomes, yet many people-on-the-move face structural barriers to 
securing it. Here, technology can play a transformative role in facilitating access to legal advice 
and information. Secure videoconferencing platforms, online scheduling tools, and encrypted 
document-sharing systems are increasingly being deployed to bridge the gap between people-on-
the-move and legal service providers.203

7RROV�OLNH�0RELOH�3DWKZD\V�LQ�WKH�8QLWHG�6WDWHV�æ�D�PXOWLOLQJXDO�PRELOH�SODWIRUP�WKDW�GHOLYHUV�
UHDO�WLPH�OHJDO�XSGDWHV��FDVH�VSHFLĆF�UHPLQGHUV��DQG�HGXFDWLRQDO�FRQWHQW�æ�DLP�WR�FORVH�WKLV�
gap by delivering contextualized legal information in ways that are culturally and linguistically 
accessible.204 Platforms such as these do more than inform: they reduce the likelihood of missed 

:DOO�RI�5LWVRQD�5HIXJHH�&DPS��*UHHFH
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court dates, enhance legal literacy, and ultimately improve appearance rates, offering a rights-
based alternative to surveillance-focused approaches. In this way, accessible technology becomes 
a tool of procedural justice, helping people-on-the-move understand and exercise their rights 
rather than simply complying with enforcement.

%H\RQG�WKH�8QLWHG�6WDWHV��VLPLODU�LQQRYDWLRQV�DUH�HPHUJLQJ�JOREDOO\��,Q�VRPH�FRQWH[WV�OLNH�0H[LFR��
these tools take the form of “legal kiosks” — secure stations located in shelters like the Border Line 
Crisis Center, or in transit hubs, that allow users to schedule appointments, upload documents, 
and receive updates in their preferred language.205 In Colombia, humanitarian organizations have 
also piloted WhatsApp-based legal guidance channels and mobile legal clinics with local actors 
OLNH�9RLFHV�RI�9HQH]XHOD��XVLQJ�RIćLQH�FDSDEOH�DSSV�WKDW�GHOLYHU�SUH�UHFRUGHG�êNQRZ�\RXU�ULJKWVë�
content to asylum seekers in rural or transit areas.206 These locally designed models underscore 
the importance of designing for low-connectivity environments,�RIIHULQJ�RIćLQH�IXQFWLRQDOLW\��
visual literacy aids, and voice-guided interfaces. Importantly, these tools are increasingly being 
co-designed with people-on-the-move, ensuring not only linguistic and cultural relevance, but also 
trust and usability. Our consultation participants noted — and scholars have argued — that such 
participatory design is central to shifting ATD technologies away from punitive surveillance and 
toward empowerment-oriented digital infrastructure.207�0RYLQJ�IRUZDUG��HPEHGGLQJ�DFFHVVLELOLW\��
community ownership, and legal empowerment into tech solutions will be key to ensuring that 
digital innovation upholds the human rights of people-on-the-move.

However, the deployment of such technologies must also grapple with persistent digital 
GLYLGHV��0DQ\�SHRSOH�RQ�WKH�PRYH�ODFN�FRQVLVWHQW�DFFHVV�WR�PRELOH�GDWD��:L�)L��RU�HYHQ�EDVLF�
smartphone hardware.208 In rural and border regions, connectivity infrastructure may be weak 
RU�XQUHOLDEOH��DQG�GLJLWDO�OLWHUDF\�FDQ�YDU\�VLJQLĆFDQWO\�DFURVV�FRPPXQLWLHV��$V�D�UHVXOW��VLPSO\�
introducing legal tech is not enough. Successful implementation must be paired with targeted 
LQYHVWPHQWV�LQ�DFFHVV�DQG�LQFOXVLRQ��LQFOXGLQJ�WKH�SURYLVLRQ�RI�IUHH�GDWD�SODQV��FRPPXQLW\�:L�)L�
hubs, and multilingual digital literacy support. Scholars and rights advocates have emphasized 
that digital legal access must not become a substitute for in-person support when needed but 
rather serve as an augmenting tool that enhances availability and responsiveness.209 When 
thoughtfully implemented, technologies that facilitate access to legal advice and information 
can be instrumental in building trust in the system, safeguarding due process, and promoting just 
outcomes for people navigating complex immigration and detention regimes.

Enhancing Case Management and Access to Support Services 

Community-based ATD programs prioritize dignity, empowerment, and individualized support, 
RIIHULQJ�D�VWDUN�FRQWUDVW�WR�FXVWRGLDO�DSSURDFKHV�WKDW�UHO\�RQ�VXUYHLOODQFH�RU�FRQĆQHPHQW��7KHVH�
models treat people-on-the-move not as enforcement targets but as rights-bearing individuals 
navigating complex migration systems. In this framework, case management – which includes 
ongoing assessments, legal orientation, assessment and referrals, trust relationships, access to 
services, and psychosocial support – is a foundational component.

&RXQWULHV�OLNH�&RORPELD��(FXDGRU��8UXJXD\��%HOJLXP��DQG�7KDLODQG�KDYH�GHPRQVWUDWHG�WKDW�$7'�
can function in practice. Colombia uses a model based on regularization instead of detention to 
PDQDJH�ODUJH�QXPEHUV�RI�SHRSOH�RQ�WKH�PRYH��ZKLOH�(FXDGRU�DQG�8UXJXD\�SURKLELW�LPPLJUDWLRQ�
GHWHQWLRQ��%HOJLXP�KDV�D�VSHFLĆF�$7'�GHSDUWPHQW�DQG�SURPRWHV�FDVHZRUN�PDQDJHPHQW�IRU�
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SHRSOH�LQ�WKH�FRPPXQLW\�WKURXJK�WKH�,QGLYLGXDO�&DVH�0DQDJHPHQW��,&$0��V\VWHP��%HOJLXP�
also recently legislated against child immigration detention and promotes government–civil 
VRFLHW\�SDUWQHUVKLSV�RQ�$7'��7KDLODQG�KDV�SURJUHVVHG�LQ�LPSOHPHQWLQJ�WKH�028�$7'�DQG�KDV�
released more than 2,000 children from immigration detention, promoting casework models 
and government–civil society partnerships. Some of these models, while not perfect, emphasize 
relational support over monitoring and treat people-on-the-move as active participants in their 
legal processes, not as subjects to be controlled. Such models point to the possibility of designing 
ATD systems that promote healing, agency, and trust instead of amplifying harm through 
technological coercion.

'LJLWDO�WHFKQRORJLHV�FDQ�VLJQLĆFDQWO\�HQKDQFH�WKHVH�HIIRUWV�E\�IDFLOLWDWLQJ�UHDO�WLPH�
FRRUGLQDWLRQ�EHWZHHQ�FDVH�PDQDJHUV��VHUYLFH�SURYLGHUV��DQG�SHRSOH�RQ�WKH�PRYH��)RU�H[DPSOH��
AsylumConnect �UHFHQWO\�UHEUDQGHG�DV�,Q5HDFK��FRQQHFWV�/*%74,��DV\OXP�VHHNHUV�DFURVV�
1RUWK�$PHULFD�WR�WDLORUHG�DQG�YHULĆHG�OHJDO��KRXVLQJ��KHDOWK��DQG�VRFLDO�VHUYLFHV��ZLWK�ĆOWHUV�IRU�
gender identity, sexual orientation, language, and immigration status.210 These platforms prioritize 
DQRQ\PLW\��SULYDF\��DQG�PRELOH�ĆUVW�GHVLJQ��DGGUHVVLQJ�WKH�VSHFLĆF�YXOQHUDELOLWLHV�RI�/*%74,��
asylum seekers who may face stigma or unsafe conditions in traditional shelter systems.

When digital case management tools are embedded within trauma-informed, person-centered, 
and rights-based models, they become scalable mechanisms for humane migration governance and 
ORQJ�WHUP�VWDELOLW\��3ODWIRUPV�VXFK�DV�5HI$LG�å�XVHG�E\�RYHU�������1*2V�DQG�VHUYLFH�SURYLGHUV�LQ�
(XURSH�DQG�WKH�$PHULFDV�å�RIIHU�SHRSOH�JHRORFDWHG�OLVWLQJV�RI�QHDUE\�VHUYLFHV�ZKLOH�DOORZLQJ�DLG�
organizations to update their offerings and availability in real time.211 Another platform, called 
bonißL�bPRQLWRUV�KXPDQ�ULJKWV�FRQGLWLRQV�LQ�LPPLJUDWLRQ�GHWHQWLRQ�IDFLOLWLHV�DURXQG�WKH�ZRUOG�212 
These innovations can enhance consistency, transparency, and accountability across jurisdictions, 
especially in high-volume migration corridors. However, digital tools must never replace human 
relationships. As our consultation participants repeatedly emphasized, the success of any 
community-based ATD hinges on trust, casework, cultural competence, individualized screening 
and assessment, access to services, and continuity of care, elements that technology can support 
but not replace. Prioritizing user-centered design, multilingual accessibility, and inclusive data 
practices ensures that digital systems serve the needs of people-on-the-move and that these 
systems strengthen – not displace – the relational fabric of support networks.

Digital tools in the context of ATD can also play a pivotal role in fostering stability, empowerment, 
DQG�ORQJ�WHUP�LQWHJUDWLRQ��0DQ\�SHRSOH�RQ�WKH�PRYH�IDFH�VXEVWDQWLDO�EDUULHUV�WR�UHEXLOGLQJ�WKHLU�
lives in new contexts, including a lack of access to employment, education, healthcare, community 
networks, and reliable information. Technology can help bridge these gaps. In Spain, for instance, 
WKH�&RPLVLµQ�(VSD³ROD�GH�$\XGD�DO�5HIXJLDGR��&($5��PRELOH�DSS�RIIHUV�DV\OXP�VHHNHUV�UHDO�WLPH�
updates on their legal cases, maps of nearby services, and information on language courses and 
health resources.213 By equipping people-on-the-move with tools for self-navigation and informed 
decision-making, such platforms help reduce dependency on overburdened service providers 
while increasing autonomy and a sense of belonging in host societies.214 

Beyond immediate service access, technology that supports case management, access to services, 
and integration can also help to enhance ATD, not as tools of containment but, rather, as platforms 
IRU�FRQWULEXWLRQ�DQG�ćRXULVKLQJ��:KHQ�SHRSOH�RQ�WKH�PRYH�DUH�PHDQLQJIXOO\�VXSSRUWHG�ZLWK�VDIH�
housing, food security, education, mental healthcare, and other vital assistance that meets their 
basic needs, their engagement with legal processes improves and the likelihood of compliance 
ULVHV�VLJQLĆFDQWO\�215 These outcomes challenge dominant narratives that portray people-on-the-
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move as risks to be managed and instead position them as agents capable of building meaningful 
lives and contributing to their communities. When ATD programs include such technologies, 
they help shift the paradigm from punitive oversight to a human-centered, rights-based, and 
opportunity-driven model of migration governance.

Participatory and Community-Designed Technology and Evaluation

Rights-respecting use of technology in ATD hinges on its development through participatory, 
community-led processes. Rather than imposing top-down solutions, participatory design ensures 
WKDW�WHFKQRORJLHV�UHćHFW�WKH�OLYHG�UHDOLWLHV��ODQJXDJHV��ULVNV��DQG�SUHIHUHQFHV�RI�SHRSOH�RQ�
the-move.216 As emphasized by groups like the Localization Lab,217�WKH�(QJLQH�5RRP�218 and the 
De|Center,219 user-led approaches are critical in humanitarian tech contexts as they promote local 
partnerships, cultural sensitivity, and iterative testing. Participation improves not only usability 
but also trust and uptake, particularly in communities that have experienced coercive or extractive 
technologies. Tools designed with and for displaced people have proven more responsive to actual 
needs than generic case management apps, and they are also embedded in existing mutual aid 
networks that many people-on-the-move already rely on.

Collaborative design processes — such as partnerships with digital rights organizations — can 
IDFLOLWDWH�LQGHSHQGHQW�DXGLWV��VHH��IRU�H[DPSOH��86�EDVHG�LQLWLDWLYHV�OLNH�WKH�,&(ZDWFK�SURMHFW�
from the Immigrant Defense Project, or the People Over Papers initiative),220 participatory 
ethics reviews, and community-centered safeguards from the development phase onward. Such 
SDUWQHUVKLSV�KDYH�KHOSHG�UHĆQH�LPSDFW�DVVHVVPHQWV�DQG�EXLOG trust-based ecosystems in which 
SHRSOH�RQ�WKH�PRYH�XQGHUVWDQG�DQG�FDQ�FKDOOHQJH�WKH�XVH�RI�WKHLU�GDWD��3URMHFWV�OLNH�0LJUDWLRQ�
DQG�7HFKQRORJ\�0RQLWRU�æ�ZKLFK�ZRUN�GLUHFWO\�ZLWK�SHRSOH�RQ�WKH�PRYH�WR�LQWHUURJDWH�DQG�
design technologies — have highlighted the need not only for meaningful consultation processes, 
but also for shared ownership, transparent governance, and the right to develop technologies 
for and by affected communities.221�5HIXJHH�OHG�LQLWLDWLYHV�OLNH�WKH�6NLOOHG�0LJUDQW�DQG�5HIXJHH�
7HFKQLFLDQV��60$57��SURMHFW�LQ�,QGRQHVLD�æ�ZKLFK�XSVNLOOV�UHIXJHHV�LQ�LQIRUPDWLRQ�WHFKQRORJ\��,7��
and provides online knowledge sharing — further highlight the need to support initiatives from 
the ground up.222 This shift from “user-centered” to community-controlled design recognizes that 
people-on-the-move are not passive recipients of innovation, but knowledgeable actors capable 
of shaping tools in emancipatory ways. In the ATD context, this means embedding feedback 
mechanisms, rights of redress, multilingual access, and inclusive design from the very start. 

There is also an opportunity to involve technologists – particularly those with lived experience of 
GLVSODFHPHQW�DQG�GHWHQWLRQ�å�LQ�SDUWLFLSDWRU\�GHVLJQ�SURFHVVHV��(QJDJLQJ�WHFK�ZRUNHUV�DV�FR�
FUHDWRUV��QRW�MXVW�LPSOHPHQWHUV��HQVXUHV�WKDW�GLJLWDO�WRROV�UHćHFW�WKH�YDOXHV��QHHGV��DQG�ULJKWV�RI�
the communities they impact. This approach also challenges dominant top-down development 
models by fostering mutual learning between designers and directly-affected communities. 

As digital technologies become embedded in ATD programs, their design and implementation 
must be governed by robust accountability frameworks. Too often, digital tools are evaluated 
VROHO\�RQ�WKH�EDVLV�RI�HIĆFLHQF\��FRVW�VDYLQJV��RU�FRPSOLDQFH�UDWHV��ZLWKRXW�DVVHVVLQJ�WKHLU�GHHSHU�
LPSOLFDWLRQV�IRU�ULJKWV��GLJQLW\��DQG�RXWFRPHV�IRU�SHRSOH�RQ�WKH�PRYH��0HFKDQLVPV�IRU community 
feedback should be built into every stage of deployment.223�7KH�(8�$JHQF\�IRU�)XQGDPHQWDO�
5LJKWV��)5$��KDV�HPSKDVL]HG�WKH�QHHG�IRU�TXDOLWDWLYH�PRQLWRULQJ�RI�SHRSOHèV�H[SHULHQFHV�ZLWK�
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digital migration management, warning that metrics focused solely on control and containment 
risk reinforcing systemic inequality.224 

Through participatory reporting tools for people subject to these technologies, people-on-the-
PRYH�DQG�1*2V�FDQ�OHYHUDJH�WHFKQRORJ\�WR�ĆOO�WKLV�DFFRXQWDELOLW\�JDS�225 Ultimately, without 
transparent and rights-based evaluation, even well-intentioned technologies risk becoming 
XQDFFRXQWDEOH�WRROV�RI�H[FOXVLRQ��(PEHGGLQJ�DFFRXQWDELOLW\�WR�DIIHFWHG�FRPPXQLWLHV�IURP�WKH�
RXWVHW�HQVXUHV�WKDW�GLJLWDO�WRROV�DUH�QRW�VLPSO\�HIĆFLHQW�EXW�MXVW��HTXLWDEOH��DQG�DOLJQHG�ZLWK�WKH�
core purpose of ATD: reducing reliance on carceral practices in immigration detention. 

When communities are empowered to build, adapt, or reject technological tools, digital 
interventions are more likely to support dignity, autonomy, rights, access to pathways, and long-
term integration — the very goals that ATD programs are meant to advance.
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APPENDIX: KEY HUMAN RIGHTS IMPACTED 
BY DIGITAL ATD AND SURVEILLANCE
1. Privacy and Data Protection

Surveillance technologies and digital reporting tools routinely collect sensitive biometric, 
locational, and behavioral data, often without meaningful informed consent or legal safeguards 
governing retention, access, or secondary use. Such practices risk undermining the right to 
privacy under Article 17 of the ICCPR. While regional and national data protection laws — 
LQFOXGLQJ�WKH�(8èV�*'35�æ�DUH�QRW�KXPDQ�ULJKWV�LQVWUXPHQWV�SHU�VH��WKH\�SOD\�DQ�LPSRUWDQW�
role in operationalizing privacy and data rights in the digital age.

2. Equality and Non-Discrimination
Algorithmic tools and surveillance disproportionately affect racialized and marginalized people, 
reinforcing entrenched inequalities in immigration enforcement. These effects breach states’ 
obligations under Articles 2 and 26 of the ICCPR, which prohibit discrimination on the ground 
of race, nationality, social origin, or other protected status.

3. Cruel, Inhuman, or Degrading Treatment
(OHFWURQLF�PRQLWRULQJ��XQSUHGLFWDEOH�DSS�FKHFN�LQV��DQG�FRQVWDQW�GLJLWDO�REVHUYDWLRQ�FDQ�
amount to coercive or degrading treatment (whether in isolation or cumulatively), especially 
for vulnerable individuals like children and trauma survivors. These conditions may contravene 
Article 7 of the ICCPR as well as protections under the Convention against Torture (CAT),226 
particularly when surveillance mimics punitive or carceral conditions.

4. Mental and Physical Health Impacts
The cumulative psychological toll of surveillance – including stress, anxiety, social withdrawal, 
DQG�GLVUXSWHG�VOHHSbå�KDV�EHHQ�GRFXPHQWHG�DFURVV�WKH�XVH�RI�HOHFWURQLF�WDJJLQJ�DQG�PRQLWRULQJ�
and other surveillance-based programs. These harms may violate the right to health under 
$UWLFOH����RI�WKH�,QWHUQDWLRQDO�&RYHQDQW�RQ�(FRQRPLF��6RFLDO�DQG�&XOWXUDO�5LJKWV��,&(6&5��227 
These harms also call into question the humanitarian framing of tech-based ATD models. 

5. Freedom of Movement 
Surveillance technologies often constrain physical mobility and instill a fear of enforcement, 
effectively undermining freedom of movement under Article 12 of the ICCPR. They may also 
violate Article 31 of the 1951 Refugee Convention, which prohibits the penalization of refugees 
for their irregular entry or presence. Article 31(2) requires any restrictions on movement to be 
êQHFHVVDU\�ë�81+&5�*XLGHOLQHV�PDNH�LW�FOHDU�WKDW�ê>D@XWRPDWLF��URXWLQH�RU�FROOHFWLYH�PHDVXUHV�
to restrict the freedom of movement of unlawfully present refugees would be in violation of 
Article 31(2).”228
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6. Protection against Refoulement
Aggressive surveillance and data collection may deter asylum seekers from accessing 
protection mechanisms, increasing the risk of refoulement in breach of states’ obligations under 
Article 33 of the 1951 Refugee Convention, under international human rights law, and under 
customary international law. It may also violate the right to seek asylum under Article 14 of the 
Universal Declaration of Human Rights (UDHR).229

7. Freedom of Association, Religion, and Expression
Surveillance chills participation in community, religious, and advocacy activities. People-on-
the-move under monitoring may avoid speaking out publicly or attending religious services or 
community events for fear of triggering enforcement or other harmful consequences. These 
impacts infringe on rights guaranteed under Articles 18 (freedom of thought, conscience, and 
religion), 19 (right to hold opinions without interference), and 21 (right of peaceful assembly) of 
the ICCPR, particularly when surveillance occurs without judicial oversight or the possibility of 
opting out.

8. Right to Life, Liberty, and Security of Person
Surveillance technology blurs the line between liberty and detention. Ankle monitors, facial 
recognition software, and unpredictable app-based reporting functionally restrict freedom and 
increase vulnerability to arbitrary detention – particularly when they are not accompanied by 
judicial oversight – thereby potentially violating Article 9 of the ICCPR. 

9. Right to Family Life
The impacts of surveillance and other digital technologies in immigration detention go far 
beyond the individual, affecting families and communities and compounding trauma and 
stigmatization. Surveillance technologies raise serious human rights concerns under Articles 9 
(protection against arbitrary detention), 17 (right to privacy), and 23 (protection of the family) 
RI�WKH�,&&35��DQG�XQGHU�$UWLFOH���RI�WKH�(&+5��ULJKW�WR�UHVSHFW�IRU�SULYDWH�DQG�IDPLO\�OLIH�� 

10. The Best Interests of the Child
The detention of children for immigration purposes is prohibited under international law. 
7KH�-RLQW�*HQHUDO�&RPPHQW�1R���RI�WKH�&RPPLWWHH�RQ�WKH�3URWHFWLRQ�RI�WKH�5LJKWV�RI�$OO�
0LJUDQW�:RUNHUV�DQG�0HPEHUV�RI�7KHLU�)DPLOLHV�DQG�1R����RI�WKH�&RPPLWWHH�RQ�WKH�5LJKWV�
of the Child (2017)230 made clear that detaining children because of their or their parents’ 
migration status constitutes a child rights violation and always contravenes the principle 
of the best interests of the child (Articles 3 and 37 of the CRC).231 Unlike other contexts 
where detention of children may be permissible as a “last resort” (such as juvenile criminal 
justice), no circumstances justify the immigration detention of children. Subjecting children to 
surveillance technologies violates Article 37 (prohibition of arbitrary detention) and, in some 
circumstances, Article 9 (right not to be separated from their parents against their will) of 
the CRC, resulting in rights violations that persist long after physical release through digital 
containment and persistent family disruption.
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11. Procedural Justice and Accountability
Surveillance technologies and digital reporting tools often lack clear mechanisms for 
individuals to understand, challenge, or seek redress against decisions that affect their liberty 
and fundamental rights. The use of proprietary or opaque algorithms to determine risk scores, 
FRPSOLDQFH�VWDWXVHV��RU�HQIRUFHPHQW�DFWLRQV�PDNHV�LW�GLIĆFXOW�IRU�DIIHFWHG�SHUVRQV�WR�NQRZ�
how or why decisions are made. Those subjected to surveillance often have no effective 
means to challenge decisions, correct data errors, or obtain legal recourse, particularly if 
discrepancies or wrongful enforcement occur. This lack of accountability is compounded by 
outsourcing to private companies, which further blurs the lines of accountability and hinders 
independent oversight.

These shortcomings contravene rights enshrined in Article 14 of the ICCPR (right to a fair 
DQG�SXEOLF�KHDULQJ���$UWLFOH����RI�WKH�(&+5��ULJKW�WR�DQ�HIIHFWLYH�UHPHG\���DQG�$UWLFOH���RI�WKH�
UDHR (also recognizing the right to an effective remedy).
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